Mpukas ®enepansHoOm cnyX6bbl MO TEXHUYECKOMY Y 3KCMOPTHOMY KOHTPOIHO
oT 11 cpespanga 2013 . N 17
"O6 yTBepxaeHnn TpeboBaHUn o 3awmTe MHOpPMaL M1, HE COCTaBASOLLEN FOCY4apCTBEHHYHO
TaunHy, cogepXxallencs B rocyaapCcTBeHHbIX MHPOPMaLMOHHBbIX cucTtemax”

B cootBetctBUM C 4acTbio 5 craten 16 depepanbHoro 3akoHa ot 27 wona 2006 r.
N 149-03 "O6 uHdopmaumm, MHPOPMALMOHHBIX TEXHOMOMMAX M O 3awmTe UHdopmauun”
(CobpaHue 3akoHopatenbctBa Poccuiickon ®enepaunn, 2006, N 31, ct. 3448; 2010, N 31,
cT. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct.4328) u [lonoxeHnem o
depepanbHon cnyxbe no TEXHUYECKOMY M SKCMOPTHOMY KOHTPOIO, YTBEPXKAEHHBIM YKaszom
MpesngeHta Poccuinckon depepaumm ot 16 asrycta 2004 r. N 1085 (Cobpanue
3akoHogatenbctBa Poccunckon Pepepaumn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192;
2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), npukasbiBalo:

1. YTBepanTb npunaraemble TpeboBaHnsa O 3awmTe MHpOpMaUMn, He COCTaBMAILLEN
rocygapCTBEHHYIO TanHy, cogepXallencs B rocyaapCTBeHHbIX MHPOPMAaLMOHHbIX CUCTEMAX.

2. YcTaHOBUTb, 4YTO YKa3aHHble B nNyHKTe 1 HacTodawero npukasa TpeboBaHus
NPUMEHSIOTCA AN 3aWmTbl MHPOPMaLuMn B rocy4apCTBEHHbIX MHPOPMALUMOHHBLIX CUCTEMAX C
1 ceHTs6psa 2013 r.

AunpexTop PenepansHoOn B. CenuH
cnyx6bl N0 TEXHNYECKOMY
N SKCNOPTHOMY KOHTPOSHO

3aperucTtpmpoBaHo B MuHtocte P® 31 maa 2013 r.
PernctpaumoHHbin N 28608

TpeboBaHusA
0 3awmTe uHdopmMaL MK, He COCTaBMNAKOLWEN FOCYyAapPCTBEHHYIO TalHy, coaepXawencs B
rocyaapcTBeHHbIX MHPOPMaLMOHHbIX CUCTeMax
(yTB. npukasom ®eaepanbHON CNyXObl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIHO
ot 11 cheBpans 2013 r. N 17)

. O6wme nonoxeHus

1. HacTtoswume TpeboBaHusa paspaboTaHbl B cOOTBETCTBUM ¢ DPeaepanbHbIM 3aKOHOM
oT 27 nonsa 2006 r. N 149-93 "O6 nHdopmaumm, MHPOPMALMOHHBIX TEXHOMNOMMAX N O 3aLuTe
nHpopmaunn" (Cobpanune 3akoHogatenoctBa Poccunckon ®egepaunn, 2006, N 31, ct. 3448;
2010, N 31, c1. 4196; 2011, N 15, cT1. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328), a Takke C
y4eTOM HauuoHanbHbiXx CcTaHgaptoB Poccuiickon ®degepaumm B obnactm  3almThl
MHpopmauumn n B obnactn cosgaHns aBToMaTU3MpPoOBaHHbLIX CUCTEM (darnee - HaunoHarbHble
cTaHgapTbl).

2. B pokymeHTe ycTtaHaBnmBaloTcs TpeboBaHUsA K o6ecneyeHunto 3awmnTbl MHpopmaumm
OrfpPaHUYEHHOro [O0CTyna, He coaepXallen CBeOeHUsl, COCTaBNALME roCyaapCTBEHHYIO
TanHy (ganee - MHopmauus), oT yTedkM No TEXHUYECKUM KaHanam, HeCaHKLMOHUPOBAHHOMO
A0CTyna, cneuuanbHbIX BO3LEWCTBUM HA TaKyld WHAOpMauuio (HocuTenu uHdopmauuun) B
uensx ee Jo6bIBAHUS, YHUHTOXEHUSA, UCKaXXeHUs nnu 6rnokMpoBaHus JOCTyna K Hen (ganee -
3awmuTa uHopmaumm) npu obpaboTke YykasaHHOW WHGOPMauMM B OCYAAPCTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX.

Hactoswue TpeboBaHuMs MOrytT MpUMMEHSITbCA [ONs  3awuTbl  06LEeAOoCTYNHON
WHpopmauun, cogepxawlemca B TrOCyQapPCTBEHHbIX MHMOPMALMOHHBLIX cucTeMax, Ans



OOCTUMXEHUA Lenen, ykaszaHHbIX B nyHkTax 1 n 3 yactu 1 ctaten 16 ®egepanbHOro 3akoHa ot
27 wions 2006 r. N 149-03 "O6 mHbopmaumn, MHPOPMALMOHHBIX TEXHOMNOMUAX U O 3alumTe
MHopmMaumnn®.

B nokymeHTe He paccmartpuBatoTca TpeboBaHUSA O 3aluTe MHopmauum, CBa3aHHbIE C
NPUMEHEHNEM KpunTorpaguyeckux MeTogoB 3awuTbl MHGOPMaUMM W WNgpoBanbHbIX
(kpunTOrpadunyeckmx) cpeacTs 3aWwmTbl MHGPOPMaLMN.

3. Hactosiwme TpeboBaHua sanstoTca obasatenbHbiMn npn o6paboTke nHpopmauum B
rocy0apCTBEHHbIX  MHMOPMAUMOHHBIX  cUCTEMAX, (PYHKUMOHMPYIOWMX Ha TeppuUtopumn
Poccuinckon ®epepaumu, a Takke B MyHUMUMNANbHBIX MHAOPMAUMOHHbLIX CUCTEMAaX, ecnn
MHOE He YCTaHOBMNEHO 3akoHogaTensctBom Poccurckon degepaumm O  MECTHOM
camoyrpasrieHUn.

Hactoswune  TpeboBaHus He pacnpoCTpaHsoTCS Ha rocygapcTBeEHHbIE
MHOpPMaLMOHHbIE cucTeMbl AgmuHucTpaumn lNpesnaeHTta Poccuinckon ®epepaumm, Coseta
BesonacHoctn Poccuiickon depepauunn, degepansHoro CobpaHua Poccunckon denepaumn,
MpasutensctBa Poccunckon Pepepaumn, KoHctutyumoHHoro Cyna Poccuiickon depepauuu,
BepxosHoro Cyma Poccuinickon ®epepaunn, Bbicwiero ApbutpaxHoro Cyaa Poccuickon
depepauunn n degepansHon cnyxbel 6esonacHocT Poccuiickon ®egepaumn.

4. Hactosiwme TpeboBaHus npegHasHadeHbl ana obnagatenen wMHgopmauuu,
3aKa34yMKOB, 3aKMOYUBLUNX FOCYAAPCTBEHHbLIN KOHTPAKT Ha co3gaHuMe rocyaapCTBEHHOM
WH(POPMALUMOHHOM cucTeMbl (ganee - 3akasdMkM) W onepaTtopoB rocygapCTBEHHbIX
MHPOPMAaLIMOHHBIX CUCTEM (Jarnee - onepaTopsbl).

JTvuo, obpabaTbiBatoLLee NMHpopmauuio, ABNAOLLYIOCS rocygapcTBeHHbIM
NHPOPMALMOHHBIM PeECcypcom, Mo nopyveHuto obnagartensa uHgopmauun (3akasvvka) unm
onepartopa 1 (Mnn) NpPeaocTaBnslOLEEe MM BbIYMCIIUTENbHbIE pecypcbl (MOLLHOCTK) And
06paboTkn nHopMaumm Ha OCHOBaAHUWN 3aKMOYEHHOro AoroBopa (fanee - ynosiHoMoYeHHoe
nnuo), obecneumBaeT 3alWnUTy WHGOPMaUUM B COOTBETCTBMM C  3aKOHOLATENBCTBOM
Poccunckon ®epepaumm o6 uHOpmMaumM, WHPOPMALMNOHHBIX TEXHOMOMMSX M O 3awuTe
nHpopmauun. B goroBope AormkHa OblTb nNpegycMoTpeHa 06A3aHHOCTb YNOSTHOMOYEHHOIO
nuua obecne4ynBaTtb 3awmTy MHopMaLuu, ABNSAOLWEncs rocyaapCTBEHHbIM
NHPOPMAaLMOHHBIM PeCcypcoM, B COOTBETCTBMM C HacTosawmmMu TpeboBaHnsaMA.

5. MNMpn obpaboTke B rocygapCTBEHHOM WMHEAOPMAUMOHHOW CUCTEME WHOPMaLMMK,
coAepxallen nepcoHarnbHble AaHHble, HacToswwme TpeboBaHMA NPUMEHSATCA Hapsgy C
TpeboBaHMsAMM K 3aluTe NepcoHanbHbIX AaHHbIX NpU MX 06paboTke B MHGPOPMaLMOHHbIX
cucTeMax nepcoHanbHbIX [AaHHbIX, YTBEPXAEHHbIX nocTtaHoBreHvem [lpaBuTenbcTBa
Poccunckon degepaumm ot 1 Hosbpa 2012r. N 1119 (CobGpaHue 3akoHogaTenbCTBa
Poccuinckon ®epepauum, 2012, N 45, cT. 6257).

6. Mo peweHnto obnagatens nHdopMaumm (3akasduka) unu onepatopa HacTosime
TpeboBaHMsi MOryT nNPUMEHATbCA ONA  3aWwuTbl  MHGOPMaUMK, CcoaepXXawenca B
HerocyaapCTBeHHbIX MHPOPMALMOHHbIX CUCTEMAX.

7. 3awuTta uHOpMauMK, coaepxalwencs B rocygapCTBEHHOW MHGOPMaLMOHHOM
cucteme (panee - wuHdoOpMaumoHHast cuctema), obecneymBaeTcs MNyTeEM BbINOSHEHWS
obnagatenem WHdopMauumn (3akasdnkom) u (Mnmn) onepatopomMm TpeboBaHWUN K opraHu3aumm
3awnTbl MHOpPMaLUMn, cogepallenca B HopMaLUnoHHOM cucteme, 1 TpeboBaHuin K Mepam
3awmnTbl tHOpMaUuK, coaepxallencsa B UHPOPMaLIMOHHOM CUCTEME.

Il. TpeboBaHMA K opraHnsaumm 3awmnTbl MHQOpPMaLMKU, coaepKallenca B
MH(OPMaALMOHHOMN CUCTEME

8. B wuHdopmMauuoHHOM cucteme obObekTaMn 3awWuTbl SBMAKTCA WMHGopMauus,



cofepkalascsa B MHPOPMaLMOHHON CUCTEME, TEXHUYECKNE CpeaCcTBa (B TOM YMcre cpeactasa
BbIYMCNUTENBHON TEXHMKX, MALUUHHbIE HOCUTENWN MHGOPMaLMK, CPEeaCTBA U CUCTEMbI CBA3N U
nepegadn faHHbIX, TeXHMYeckne cpeacrtBa obpaboTkm OykBeHHO-LMGPOBOW, rpaduyeckon,
BNOEO- N pevyeBon nHgopmawrmm), obLecncTeMHoe, NpuKagHoe, cneumanbHoe NnporpaMmMmHoe
obecneveHne, MHPOPMALMOHHbIE TEXHOMOIMMU, a Takke cpeacTBa 3almTbl UHpopMauuu.

9. [na obecneyeHus 3awmTbl MHGOPMaLMK, coaepXawencs B MHGOpPMaLMOHHON
cucTemMe, onepaTopoM HasHavaeTcsl CTPYKTypHOe noapasfaeneHue Unu OoSMKHOCTHoe nuuo
(paboTHWMK), OTBETCTBEHHbIE 3a 3aLLUTY MHGOPMaL UK.

10. Onsa nposegeHuss paboT no 3awmTte WHPOpPMauunM B XOA4e CO34aHus U
aKcnnyataumm uHMOPMaLMOHHON cucTeMbl obnagarteneMm uHdopmauum (3akasdnkom) u
onepaTtopoM B COOTBETCTBMM C 3akoHogaTenbcTBOM Poccunckon degepaumm  npu
HeoBXo4MMOCTM MPUBIIEKAKOTCA OpraHu3aumm, MMelLwme JULEH3NI0 Ha AeATenbHOCTb Mo
TEXHMYECKOWN 3almnTe KOHUOeHUManbHOM MHGOpMaLMM B COOTBETCTBMM C DepeparbHbiv
3akoHoMm oT 4 masa 2011 r. N 99-03 "O nuueH3npoBaHUN OTAENbHbLIX BUAOB AeATENbHOCTN"
(CobpaHune 3akoHopatenoctBa Poccunckon ®epepaumm, 2011, N 19, ct. 2716; N 30, cT. 4590;
N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ona obecneyeHus 3awmTbl MHOPMaUUK, coaepxallencs B MHGOpMaLMOHHOMN
cucTemMe, NPUMEHSIITCA CpeacTBa 3awmnTbl MHGOPMaUuK, npoweawne oLeHKY COOTBETCTBUS
B dopme obsizaTenbHON cepTudukauum Ha cOOTBETCTBME TpeboBaHuMsiM nNo 6e30nacHOCTU
MHOPMaLUMN B COOTBETCTBUN CO cTaThben 5 PepepanbHOro 3akoHa ot 27 gekabpst 2002 r.
N 184-®3 "O TexHudeckom perynuposaHmn" (CobpaHue 3akoHopaTenbcTBa Poccumnckon
depepauuu, 2002, N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, ct. 6070; 2008, N 30, cT. 3616;
2009, N 29, ct. 3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, ct. 7025;
N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awmta nHdopmauum, cogepxawencs B MHAPOPMaLMOHHOW cUCTeMe, SBNAETCH
COCTaBHOW 4acTbio paboT MO CO34aHUI0 U 3JKCnyaTaumm WMHGPOPMALMOHHON CUCTEMbI U
obecrneymBaeTcs Ha BCex CTagusax (dTanax) ee co3gaHusa M B xode aKcnnyatauum nytem
NPUHATUSA OPraHM3aLUMOHHBIX M TEXHUYECKMX Mep 3alumnTbl MHOpMaUMN, HanpaBneHHbIX Ha
GnoknpoBaHue (HenTpanu3auuio) yrpo3 GesonacHoOCTU MHGOpMauMM B MHEAOPMAaLMOHHOM
cuctemMe, B paMkax cuctembl (NogcUCTEMbl) 3awuTbl MHGOPMaUMM  UHAPOPMALMOHHON
cucTeMbl (ganee - cuctema 3awuTbl UHPOPMaUUn MHPOPMALMOHHON CUCTEMBI).

OpraHuM3aumoHHblE M TEXHMYECKME Mepbl 3aluTbl MHGOpPMaLuMK, peanusyemble B
pamMKkax cuctembl 3alnTbl MHOPMaUMM MHGPOPMALMOHHOW CUCTEMbI, B 3aBUCUMMOCTU OT
WHOpMaunK, cogepxawenca B UMHPOPMAUMOHHOW  cuUcTeMe, Lenen  cosgaHus
MHGOPMAaLMOHHON CUCTEMbI U 3a4ad, pelaeMblX 3TON MHPOPMALMOHHOW CUCTEMOW, OOSMKHbI
ObITb HanNpaBneHbl HA UCKMOYEHME:

HenpaBOMEPHbIX A0CTyna, KONMPOBaHWA, NpPefoCTaBieHUs WU pacnpoCTpaHeHUs
nHopmauun (obecneveHne KoHpnaeHUManbHOCTU MHOopMaLmm);

HENPaBOMEPHbIX YHUYTOXEHUS MM mMogmduumpoBaHus nHdpopmaumn (obecneyveHune
LeNnoCTHOCTN MHdOopMaLmm);

HenpaBoMepHOro  GnokMpoBaHna  MHopmauun  (obecneyeHne  OOCTYMHOCTM
NHopMaLnn).

13. ns obecnevyennsa 3awuTbl MHGOPMaLMK, coaepXxalencs B MH(OPMaLNOHHON
cucTemMe, NPOBOASATCA Crieayrolme MeponpuaTus:

dopmupoBaHne TpeboBaHun K  3awMTe  UHOpPMauUuKW, coaepxawencsa B
NHJOPMAaLIMOHHOWN CUCTEME,;

pa3paboTka cucTembl 3aWwmnTbl MHPOPMaLN MHHPOPMALIMOHHOW CUCTEMBI;

BHeJpeHne cuctembl 3alnTbl MHopMauum NHPOPMaLIMOHHOM CUCTEMBI;

atTectauma WMHGOPMALMOHHOM cucTeMbl Mo TpeboBaHMSM 3alMTbl MHAOPMALMK
(manee - atTectaumsi MHOOPMALIMOHHOWN CUCTEMbI) N BBOA €€ B AENCTBME;



obecneveHve 3awmuTbl  WMHGOpMauum B Xo4e  SKChfyaTauum — aTtTecToOBaHHOM
MHJOPMaLIMOHHON CUCTEMBI;

obecneveHne 3awmTbl MHGOPMaUMM NMpu BbIBOAE W3 IKCMfyaTaumm aTTeCcTOBaHHOM
WHPOPMALIMOHHON CUCTEMbI UMW MNOCHE MPUHATUSA pelleHnst 06 OKOH4YaHuM 06paboTkm
NHopMauuu.

PopmMmupoBaHMe TpeboBaHUM K 3aluTe UH(hpopMaLmun, coaepalluemcs B
MH(pOpPMaLMOHHOMN cUCTEMe

14. dopmupoBaHne TpeboBaHM K 3awuTe WHGOpMauun, coaepxallencs B
NHOPMaLMOHHOM cUcTeMe, ocyLlecTBnsieTca obnagarenemMm nHgopmMaumm (3akasdmkom).

dopmupoBaHne TpeboBaHuM K  3awmte  MHOpPMauMM, cogepxallencs B
WHoOpMaUMOHHON cucteme, ocyuwectenserca ¢ ydetom [OCT P 51583 "3awwuTta
nHpopmauun. Tlopsaok  cosgaHnss aBTOMaTU3MPOBAHHBLIX CUCTEM B 3aLUULLEHHOM
ncnonHeHnn. O6wme nonoxenus" (ganee - NOCT P 51583) n NOCT P 51624 "3awwurta
UHpopmaumn. ABTOMATM3MPOBAHHbIE CUCTEMbI B 3alUULLIEHHOM ucnofnHeHun. Obwue
TpeboBaHus" (ganee - FOCT P 51624) n B TOM 4ncrne BKNOYaeT:

NPUHATUE pelleHnss O HeobXoOUMOCTW 3allMTbl WHGOpMauuK, copepxallencs B
MHPOPMaLIMOHHOW CUCTEME;

Knaccudgukaumo MHOPMaLNOHHOW CUCTEMBbI NO TPEOOBaAHMAM 3alUUTbl MHGOPMaLUK
(nanee - knaccudumkaunsa NHPOPMaLMOHHON CUCTEMDI);

onpegeneHve yrpo3 6e30MacHOCTU MHGOPMaLMK, peanu3auus KOTOPbIX MOXeT
NpMBECTM K HapyleHuto ©6e30macHOCTU WHopmauun B MHEAOPMAUMOHHOM CUCTEME, W
pa3paboTKy Ha X OCHOBE MoAernu yrpo3 6esonacHoOCTN MHopmauuu;

onpegeneHne TpeboBaHUM K cuUCTEMe 3awWnTbl MHGOPMauUMM WHGOPMaLMOHHOM
CUCTEMBI.

14.1. Tpn nNpUHATAM pelleHnss O HeobBXooMMOCTW  3alnTbl  MHGOPMaLWK,
cogepxawiencsa B MHOOPMaLNUOHHOW CUCTEME, OCYLLIECTBMAETCS:

aHanu3 uenen cosgaHuss MHAOPMAUMOHHOM CUCTEMbl M 3adad, pellaemMblX 3TOW
NHJOPMAaLIMOHHON CUCTEMOW;

onpegeneHne nHdopmMaumm, nognexawien obpaborTke B MAHPOPMALNOHHON CUCTEME;

aHanu3 HOpMaTuBHbIX NPAaBOBbLIX aKTOB, METOAMYECKNX AOKYMEHTOB M HaUMOHAamNbHbIX
CTaH4apToB, KOTOPbLIM A0SMKHA COOTBETCTBOBATb MH(POPMAaLIMOHHAA CUCTEMA;

NPUHATUE peleHns O HeobXOAMMOCTM CO3[4aHuUs CUCTeMbl 3aluTbl MHOpMaLUn
MHPOPMaLIMOHHON CUCTEMbBI, a Takke onpegerneHve uenen v 3agad s3awmTtbl MHopmaumm B
NH(POPMALMOHHON CUCTEME, OCHOBHbIX 3TanoB CO3[aHUA CUCTEMbl 3aLLMTbl MHGOpPMaLUK
WH(POPMALMOHHOM  cuUCTEMbl U PyHKUMW nNOo  obecnedeHnto  3awuTbl  UMHopmauun,
cogepxawenca B WHMOPMaUMOHHOW cucTemMe, obnagartens uwHopmauuu (3akasdyuka),
oneparopa 1 YNofHOMOYEHHbIX N,

14.2. Knaccudpukaums MHPOPMAaLMOHHOM CUCTEMbI NMPOBOLAUTCA B 3aBUCUMMOCTWU OT
3Ha4yMmocTn obpabaTtbiBaeMon B HeW MHGopMaumMmM n macwTaba MHPOPMaLMOHHON CUCTEMBI
(dbepepanbHbI, permoHarnbHbIN, 0OBLEKTOBLIN).

YcTaHaBnNuBalTCA 4YeTblpe Knacca 3awuMweHHOCT WMHEOPMAaLMOHHOW CUCTEMBbI,
onpegensitolme ypoBHM 3aLLMLLEHHOCTN coaepXallencs B Hen nHpopmaummn. Camblin HA3KUIA
Knacc - 4YeTBepTbll, CaMbll BbICOKMA - nepBbin. Knacc 3awumeHHOCTn WHGOopMaLnOoHHON
CUCTEMbI onpegensieTcs B cooTBeTcTBUM ¢ ripunoxeHvem N 1 k HacToAwmm TpeboBaHMAM.

Knacc sawumiieHHocTy onpegensietca ana MHPOopMauuoHHOM CUCTEMbI B LIENOM U, Npu
HeobXxo4MMOCTN, ANS ee OTAENbHbIX CErMEHTOB (COCTaBHbIX YacTten). TpeboBaHue K Knaccy
3alMLUEHHOCTN BKIMIOYAETC B TEXHUYeckoe 3afaHne Ha cosgaHve MHEOpPMaLMOHHOM



cucTeMbl U (MNN) TexXHUYecKoe 3afdaHue (Y4aCcTHoe TexHUMYecKoe 3ajaHue) Ha cosgaHue
CUCTEMbI 3alMTbl MHPOPMaLMU NHPOPMALMOHHOW CUCTEMbI, pa3pabaTbiBaemble C y4eTOM
roCT 34.602 "MHpopmaumoHHas TexHosorus. Komnnekc cTaHOapToB Ha
aBTOMAaTMU3MPOBaHHbIE CUCTEMbI. TexHMYecKkoe 3ajaHve Ha co3faHue aBTOMaTU3VPOBaHHOM
cuctembl" (ganee - FOCT 34.602), TOCT P 51583 n TOCT P 51624.

Knacc sawueHHOCT WHAPOPMALMOHHOM CUCTEMbI MOASNIEXUT MNepecMoTpy npu
N3MeHeHnn maclwrtaba MHPOPMaLMOHHON CUCTEMbI UM 3HAYMMOCTN 0OpabaTbiBaeMon B Hel
NHd OpMaLunN.

Pesynbratel knaccudpukaumm WHPOPMAUNOHHOM CUCTEMblI  O(OPMASAIOTCA  aKTOM
Krnaccugukaumm.

14.3. Yrpo3bl 6e3onacHOCTM WMHopMauun onpegensarTca No pesynbrataM OLEHKM
BO3MOXHOCTEN (NoTeHumana, OCHAWEHHOCTM W MOTMBaLUMU) BHELIHUX W BHYTPEHHUX
HapyLuTenen, aHanmsa BO3MOXHbIX YSI3BUMOCTEN MHAOPMALNOHHOMW CUCTEMbI, BO3MOXHbIX
cnocoboB peanusauum yrpo3 6e3onacHOCTU WHGOpMauun U NOCreaCTBUMIA OT HapyLUeHUs
cBoncTB 6e3onacHoCTM MHGopMaumm (KOHpMAEHUNANbHOCTU, LLENOCTHOCTN, AOCTYMHOCTH).

Mpu onpegeneHun yrpo3 6e30MacHOCTU WHMOPMAUUN YYUTBIBAKOTCA CTPYKTYPHO-
YHKUMOHASbHbIE XapaKTEPUCTUKN MHAOPMALNOHHOM CUCTEMBbI, BKIlOMaloLWmne CTPYKTYpy M
cocTaB MHMOPMAUMOHHOW CUCTEMbI, U3NYECKMUE, normyeckne, QyHKUMOHamNbHbIE U
TEXHOMNOrn4eckne B3aMMOCBA3N MeXdy cerMeHTamu MH(OPMAaUMOHHOW CUCTEMBI, C UHbIMU
WH(POPMALUMNOHHBIMU  CUCTEMaAMU U MH(POPMALMOHHO-TENEKOMMYHUKALUMOHHBIMU - CETAMM,
pexnmbl 06paboTkn WUHpopmMauun B MHPOPMALMOHHOM CUCTEME U B €€ OTAENbHbIX
CerMeHTax, a TaKkKe MWHble XapaKTepUCTUKM MHAOPMALMOHHON CUCTEMbI, MPUMEHSEMble
NHPOPMALMOHHBIE TEXHONOMMN N OCOBEHHOCTN ee PYHKLIMOHNPOBAHUS.

Mo pesynsratam onpeaeneHus yrpo3 6e3onacHoCTU MHGopMaLmm npu HeobxoaMmMocTm
paspabaTbiBalOTCA  pekoMeHZauum No  KOPPEKTUPOBKE  CTPYKTYPHO-(PYHKUMOHAMbHbIX
XapakTepUCTUK  MHAPOPMALIMOHHOW  CUCTEMbI,  HanpaeneHHble Ha  6GrokuMpoBaHue
(HenMTpanusaumio) oTAenbHbIX yrpo3 6e3onacHoCT MHGOPMaLMK.

Mogenb yrpo3 ©6e3onacHocTM uMHGOpPMauMM [OSDKHaA codepxaTb  OonucaHue
MHPOPMALIMOHHON CUCTEMbI U €ee CTPYKTYPHO-PYHKLUMOHANbHbBIX XapakTepPUCTUK, a Takxke
onucaHue yrpo3 6e30MacHOCTU WHOpMauuK, BKIKOYaoLWee OnucaHue BO3MOXHOCTEN
HapyLwuTenen (Mogesnb HapywmnTens), BO3MOXHbIX YsI3BMMOCTEN UHAOPMALIMOHHOW CUCTEMBI,
cnocoboB peanusaumm yrpo3 6e3onacHOCTU WHGOpMauUn U NOCHeACTBUMIA OT HapyLlueHUs
cBoncTB 6e30nacHOCTM MHGOPMAaLMMN.

Ana onpegeneHusa yrpo3 6e3onacHOCTM WHGopmauun n paspaboTkm mogenu yrpos
6e3onacHOCTN MHAOPMALMM NPUMEHSIOTCS MeToAMYeckMe [OOKYMeHTbl, pa3paboTaHHble U
ytBepxaeHHble PCTOK Poccum B COOTBETCTBMM C MOAMYHKTOM 4 nyHkTa 8 [NonoxeHnsa o
depepanbHoOn crny>x6e No TEXHUYECKOMY U SKCMOPTHOMY KOHTPOSIO, YTBEPXKAEHHOIMO YKaszom
MpesngeHta Poccuinckon depepaumm ot 16 asrycta 2004 r. N 1085 (Cobpanue
3akoHogatenbcTBa Poccunckon Pepepaumn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192;
2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHua Kk cucteme 3awmtbl MHGOPMaUUN MHPOPMALMOHHON CUCTEMDI
onpefensalnTcs B 3aBMCMMOCTM OT Kracca 3awMWEeHHOCTU MHAOPMAaLMOHHON CUCTEMbI U
yrpo3 6e30nacHOCTM  WHGOpMauUK, BKAKYEHHbIX B Modenb Yyrpo3 6e3onacHoCTu
NHd OpMaLunN.

TpeboBaHuss K cucteme 3awuTbl  MHPOPMaUMM  MHAPOPMALMOHHON  CUCTEMBI
BKMIOYAOTCA B TEXHMYECKOe 3ajaHue Ha co3fjaHue WHMOPMAaUMOHHOWM CUCTEMbI U (UNn)
TeXHU4eckoe 3afaHuve (4acTHOe TexHMYeckoe 3aJaHue) Ha cosdaHue CUCTeMbl 3allnTbl
NHopMaLUnn NHOpMaLMOHHON cnucTeMbl, paspabaTbiBaemble ¢ yyetom [OCT 34.602, TOCT
P 51583 nTOCT P 51624, n 0OMmKHbLI B TOM YUCHe coaepXaTb:

uenb 1 3agadn obecnedeHuns 3awwmnTbl UHoOpMaUUn B UHPOPMaLIMOHHOW CUCTEME;



Knacc 3awmLeHHOCTN MHPOPMAaLMOHHOW CUCTEMBI;

nepedeHbo HOPMAaTUBHbIX MPaBOBbIX aKTOB, METOAMYECKUX  [OKYMEHTOB M
HaLMOHanNbHbIX CTaHAAPTOB, KOTOPLIM JOSMKHA COOTBETCTBOBAaTL MH(POPMAaLMOHHAsA CUCTEMA;

nepevyeHb 06bEKTOB 3aLLMTblI UH(POPMALIMOHHOW CUCTEMBI;

TpeboBaHMs K MepaM W cpeacTtBam  3alnTbl UMHOpMauUK, MNPUMEHAEMbIM B
WHJOPMAaLIMOHHOWN CUCTEME,;

TpeboBaHus K 3awwmTe nHopmaumm npm MHPOpMaLMOHHOM B3aUMOLENCTBUMN C UHBIMU
NHPOPMALUMOHHBIMU cUCTEMaMU U MHEPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU, B
TOM 4ucne ¢ MHPOPMALMOHHbIMKM CUCTEMaMM YMOMTHOMOYEHHOrO nuua, a Takke npu
NPUMEHEHU BbIYUCIIUTENBHbIX pecypcoB (MoLHoCTEN), npegocTaBnsaemMbIxX
YMNONTHOMOYEHHbBIM NUUoM Anga 06paboTkn nHpopmauun.

Mpn onpegeneHnn TpeboBaHUn K cucTeME 3almTbl MHOpMaUMN MHPOPMALIMOHHON
CUCTEMbI YYUTLIBAIOTCA MOMOXEHUST NONUTUMK obecneveHns nHopMaumMoHHon 6e30nacHOCTU
obnapgartens nHgopmaunn (3akasymka) B cnyyae mx paspabotkm no FOCT P MCO/M3K 27001
"MIHpopmaumoHHasa TexHonorusi. Metoabl u cpeactea obecnevyeHmss 6esonacHocTn. Cuctemsi
MeHeKMeHTa WHdopMaunoHHon 6esonacHocTn. TpeboBaHus", a Takke NoMUTUK
obecneveHna unHpopMaumoHHoM 6e3onacHOCTM onepatopa M YNOAIHOMOYEHHOrO fvua B
yacTu, He NpoTMBOpEeYaLLen nonnuTukam obnagartensa nHopmMauun (3akasymnka).

Pa3paboTka cuctembl 3awmTbl MHGOPMaLMU UHPOPMALMOHHON CUCTEMDI

15. PaspaboTtka cuctembl 3awuTbl WHGpOpMaUMM UHPOPMALMOHHOM CUCTEMDI
opraHusyeTcs obnagartenem nHopmauun (3akasvymkom).

PaspaboTtka cuctembl  3awmtbl  MHGOpPMaUMM  MHEAPOPMALMOHHOM  CUCTEMbI
OCYLLECTBSETCH B COOTBETCTBUM C TEXHUYECKMM 3aJaHMEeM Ha co3faHue MHGOPMauNOHHOM
CUCTEMbI U (MNKN) TEXHUYECKMM 3agaHneM (YacCTHbIM TEXHUYECKMM 3aJaHMEM) Ha co3daHue
cUCcTeMbl 3aWuTbl MHGOPMaUMM MHPOpMaUMOHHON cucTembl € ydetom [OCT 34.601
"MIHdhopmaumnoHHas TexHonorna. Komnnekc ctaHgapToB Ha aBTOMaTu3MpOBaHHbIE CUCTEMBI.
AsTOMaTtumsnpoBaHHble cuctembl. Ctagumn cos3ganuns” (nanee - FOCT 34.601), TOCT P 51583 n
FOCT P 51624 n B TOM yMcCne BKIOYaET:

NPOEKTUPOBAHME CUCTEMbI 3aLLMTbl UHPOPMALUN MHPOPMALNOHHOW CUCTEMBI;

pa3paboTKy 3KcnnyaTaunmoHHOW [OOKyMEHTauuu Ha cuUcTemy 3awuTbl MHgopmauun
MHGOPMAaLMOHHOWN CUCTEMBI,

MaKeTUpoBaHMEe U TEeCTUPOBAHWE CUCTEMBI 3alUnUTbl MHOopMaLMn MHGPOPMaLMOHHON
cucTembl (Npy HeOBXOAMMOCTH).

Cuctema 3awutbl  MHGOpPMaALMM  MH(POPMALMOHHON  CUCTEMbI HE  OOSKHA
NpenaTcTBOBaTb [OCTWXKEHUIO Uenen co3faHna WHPOPMAUMOHHOM CUCTEMBI WU ee
PYHKLUMOHNPOBAHMUIO.

Mpn paspabotke cuctembl 3awWmTbl MHGPOPMaAUUU  UHPOPMALNOHHON CUCTEMBDI
yunTbiBaeTca ee WHPOPMaLMOHHOE B3aMMOAEWCTBME C  UHbIMU  MHGOPMaLMOHHLIMU
cMctemMamm 1M MHAPOPMALMOHHO-TENEKOMMYHUKAUNOHHBIMW ~ CETIMW, B TOM 4ucne cC
WH(POPMALUMOHHBIMX  CUCTEMaMKU  YMOITHOMOYEHHOrO  nuua, a Takke nNpUuMeHeHue
BbIYUCIIUTENBHBIX PECYpPCcoB (MOLHOCTEN), NPEeAOCTaBsAeMbIX YNOMHOMOYEHHbIM NULIOM A5
06paboTkn nHpopmaumn.

15.1. TlpM nNpoOEeKTUpOBaHUN CUCTEMbI 3alUTbl WMHGpOPMaUMN  NHGPOPMAaLIMOHHON
CUCTEMBI:

onpegenaTcs TMNbl CyOGbEKTOB AoCTyna (Nonb3oBaTenu, NpoLUecchl U NHble CyObEKThI
Aoctyna) u obbekToB A0CTyna, SBMSKOWMXCA obbekTaMn 3awmTbl (YCTPOWCTBA, OOBLEKTHI
(hannoBon CUCTEMbI, 3anycKaemble U UCNOMNHAEMble MOAYNN, OOBEKTbI CUCTEMbI YNpPaBneHus



6azamun gaHHbIX, 06bEKTbI, cCo3aaBaeMble NPUKNagHbIM NPOrpaMMHbIM 0bGecrnevyeHmneM, nHble
obbekTbl gocTyna);

onpenensoTca  MeToAdbl  ynpaBreHus OOCTYNOM  (OUCKPEUMOHHbIA, MaHOaTHbIN,
pONeBon WU UHble MeToAbl), TUMbl AOCTyna (YTeHue, 3anucb, BbIMOSTHEHUE UMW WHbIE TUMbI
AOCTyna) u npaBuna pasrpaHudeHnst goctyna cybbekToB gocTyna K o6bektam goctyna (Ha
OCHOBE CMUCKOB, METOK 6e30nacHOCTU, Poren 1 UHbIX NpaBun), Nnoanexaiwine peanvsaumm B
MHPOPMaLIMOHHOW CUCTEME;

BblOMpaloTCa Mepbl 3alMTbl MHOPMaLMK, MNOANexawme peanusaumum B CUCTEME
3aWwmTbl MHGOpPMaLMM MHPOPMALMOHHON CUCTEMBI;

onpefensalnTcs BUAbl U TUMNbl CPEeACTB 3awuTbl MHOpMauun, obecneymsatoime
peanusaumio TeEXHUYECKMX Mep 3aLLmTbl MHpopMaLumu;

onpegensaeTca CTPYKTypa CUCTEMbI 3aLUTbl MHOpMaLn MHPOPMALMOHHOM CUCTEMBI,
BKNto4as coctaB (KONMYECTBO) N MeCcTa pasMeLLeHUs ee 3NIEMEHTOB;

ocyllecTBnseTca BblOOp CpeAcTB 3aliuTbl MHGOpMaLMK, CepTUdULUMPOBaHHBLIX Ha
cooTBeTcTBME TpeboBaHuAM no 6e30MacHOCTM WHOpMauUK, C Y4ETOM MX CTOMMOCTH,
COBMECTUMOCTU C MHGOPMALUMOHHLIMU  TEXHOMOMMSAMU U TEXHUYECKUMU CcpeacTBamu,
dyHKUMN 6e30nacHOCTM 3TUX CPeacTB M OCOBEHHOCTEN KX peanu3aumu, a Takke Knacca
3aLLUNLLEHHOCTU MH(POPMALMOHHOW CUCTEMDBI;

onpefendalTcss napameTpbl  HACTPOMKM MporpaMMHOro obecneyeHus, BKIoYas
nporpaMmHoe obecneyeHne cpeacTs 3alnTbl MHGOPMaLMK, obecnevmBaloLne peannsaunio
Mep 3awmTbl MHPOPMaLMK, a TakKe YyCTPpaHEHNE BO3MOXHbIX YA3BUMOCTEN NH(POPMAaLIMOHHON
CUCTEMbI, MPUBOASALLMX K BO3HUKHOBEHWIO Yrpo3 6e30nacHOCTM MHopMaLmuy;

onpenensoTca Mepbl 3alnTbl HOPMaUUKU Npu MHPOPMaLMOHHOM B3anMOLENCTBUN
C WHbIMWU WHMOPMALMOHHBIMU CUCTEMaAMU U NH(OPMALMOHHO-TENEKOMMYHUKALMOHHbLIMM
ceTsaMn, B TOM Yucre ¢ MHPOpPMaUMOHHLIMU CUCTEMaMM YIOFTHOMOYEHHOIO Nnua, a Takke npu
NPUMEHEHUU BbIYUCTIUTENBHbIX pecypcoB (MoLHoCTEN), npegocTaBnsaemMbIxX
YMNONTHOMOYEHHbBIM NUUOM Anga 06paboTkn nHpopmaumnn.

PesynbraTtbl NpOeKTUPOBaHUA CUCTEMbI 3awuTbl WHGOPMaLUK  MHGOPMALMOHHON
CUCTEMbI OTPaXatTCsa B NPOEKTHON JOKYMEHTaLUMN (3CKU3HOM (TEXHUYECKOM) NpoekTe 1 (unu)
B pabo4yer OOKYMeHTaumm) Ha MHAPOPMAaLMOHHYKD CUCTeMY (CMCTEMY 3alumTbl MHopMauun
NHOPMaLMOHHOM cucTemsbl), paspabaTbiBaemMbix ¢ ydyetoMm OCT 34.201 "MiHbopmaumnoHHas
TexHororms.  Komnnekc CcTaHOapToB Ha  aBTOMAaTM3MpoBaHHble  cucTembl.  Bugpl,
KOMMMEKTHOCTb M 0BO3HAYeHNe OOKYMEHTOB MpW CO34aHMM aBTOMaTU3UPOBAHHbIX cuctem"
(nanee - TOCT 34.201).

[MpoekTHaa goKyMeHTauus Ha MHPOPMaLMOHHYIO CUCTEMY U (UNKN) ee CUCTEMY 3aLMUThbl
MHGOPMaLMK noaexaT CornacoBaHMio C onepaTopoMm MHPOPMaLMOHHOM CUCTEMBI B Cry4vae,
€CIN1 OH onpeaeneH TakoBbIM B COOTBETCTBUM C 3aKoHoAaTenbcTBoM Poccuinckon denepaumm
K MOMEHTY OKOHYaHWS MPOEKTUPOBAHMUS CUCTEMbI 3alnTbl MHPOPMaLMU MHPOPMALMOHHON
CUCTEMbI U He SBMSEeTCA 3aKa34nMKoM AaHHOW MHPOPMAaLMOHHON CUCTEMBI.

Mpu oTcyTCTBUN HEOBXOAUMBLIX CPEACTB 3alinTbl MHPOPMaLN, CepTUPULNPOBAHHBIX
Ha cooTBeTcTBME TpeboBaHuAM no GesonacHOCTU MHOpMaunn, opraHuadyetrca paspaboTka
(nopaboTka) cpeacTB 3alnTbl WMHpOpPMaUMM U UX cepTuduKkaumsi B COOTBETCTBUMM C
3akoHogatensctBoM Poccuickon degepaumm nnu npomsBoauMTCA KOPPEKTUPOBKA NPOEKTHbIX
peLleHnin No MHPOPMaLIMOHHON cucTeEME U (UNN) ee cUCcTeME 3aLUnTbl MHPOPMaLUN C y4ETOM
PYHKUMOHASNbHBIX BO3MOXHOCTEN WMEILWNXCHA CepTUPUUMPOBaAHHBIX CPeacTB  3alunTbl
NHd OpMaLunN.

15.2. PaspaboTka aKcnnyaTauumoOHHOW LOKYMEHTauuMmM Ha CcucTemy  3aliuTbl
NHpopMaunn MHPOPMaLIMOHHON CUCTEMbI OCYLLECTBNSAETCS B COOTBETCTBUN C TEXHUYECKUM
3ajaHMeM Ha cosgaHve MHGOPMAUMOHHOM CUCTEMbl U (MNKN) TEXHUYECKUM 3aJaHuem
(4aCTHbIM  TEeXHWYECKMM 3aflaHMEM) Ha Cco3gaHue CucTeMbl 3alnTbl  UHGOpMauUu



MHPOPMaLMOHHOW CUCTEMBI.

JKkcnnyaTaumoHHass  OOKyMeHTauus Ha  cuCTeMy  3aluThbl NMHopmauun
MHopMaLUnoHHOM cuctembl paspabatbiBaetcs ¢ yyetom [OCT 34.601 , FTOCT 34.201 n TOCT
P 51624 v pomkHa B TOM 4YuUCre cofepKaTb OnmcaHue:

CTPYKTYpPbl CUCTEMbBI 3aLLNThI MHPOPMaLMN NHPOPMALIMOHHON CUCTEMBI;

cocTaBa, MeCT YCTaHOBKW, MapamMeTpoB M MNOpsiika HacTPOMKU CpeacTB 3alluThbl
NHopmauun, NporpaMmMHoro obecnedeHnst 1 TEXHUYECKNX CPeacTB;

npaBun aKcnayaTaunm cuctTeMbl 3awmnTbl MHGPOPMaLmMM MHPOPMaLMOHHON CUCTEMBI.

15.3. [lpn mMakeTMpoBaHMM U TECTUPOBaAHMM CUCTEMbI 3alnUTbl  MHGOPMaLUN
NHPOPMALMOHHOM CUCTEMbI B TOM YMCIE OCYLLECTBNAOTCS:

npoeBepka paboTOCNOCOBHOCTM M COBMECTUMOCTU BbIOpPaHHbIX CPEACTB 3aluThbl
NHopmMaunn ¢ MHPOPMaLMOHHBIMU TEXHONOTNAMN N TEXHUYECKUMU CPEACTBAMMU;

npoBepKa BbINOMIHEHNSA BbIOpaHHbIMK cpeacTBamMu 3aWwmnTbl MHopMaunn TpedoBaHnin
K cMcTemMe 3almTbl UHPOPMaLNUK MHPOPMALMOHHOW CUCTEMBI;

KOppeKTUpoBKa NPOEKTHbIX peLleHunn, pa3paboTaHHbIX npwm co3gaHun
MHPOPMALIMOHHON CUCTEMbI N (UNIK) CUCTEMbI 3alUnUTbl MHGOPMaUUKM UHPOPMALMOHHON
CUCTEMBbI,

KOPPEKTUPOBKA NMPOEKTHOM U 3KCNIyaTauUoOHHOW AOKYMEHTaUUW Ha CUCTEMY 3aliUThbl
MHOopMaLnN MHPOPMALMOHHON CUCTEMBI.

MakeTupoBaHue cucTemMmbl 3alinTbl MHpOpMauMM MHEPOPMALMOHHOWN CUCTEMbI U €e
TECTUpPOBaHWE MOXET MNPOBOAUTLCA B TOM 4uCre C UCMNOSb30BaHWEM CPEACTB UM MEeTodoB
MOOENUPOBaHUSA UHPOPMALNOHHBIX CUCTEM U TEXHOSOMMI BUPTYanusauum.

BHe,qpeHMe CUCTeMbl 3aliuThbl MH(bOpMaLI,MVI VIHd)OpMaLIVIOHHOﬁ cuctemMmbli

16. BHegpeHue cuctembl 3awWunTbl  MHpOpMauMM  NHPOPMALIMOHHOM  CUCTEMDI
opraHusyeTcst obnagartenem nHopmauun (3akasvymkom).

BHegpeHve  cuctembl  3awuTbl  MHQOPMaUMM  MHAPOPMALMOHHOM  CUCTEMBbI
OCYLLECTBISIETCA B COOTBETCTBMM C MPOEKTHOM W 3KChfyaTauMOHHOM [AOKyMeHTauunewm Ha
cUCTEMY 3alnTbl MHoOpMauMm MHAPOPMaLUMOHHON CUCTEMBI U B TOM YMCHE BKITHOYAET:

YCTaHOBKY M HaCTPOWKY CpeacTB 3awmTbl MHPOpMaLmm B MIHGOPMAaLMOHHOW CUCTEME;

pa3paboTky [OOKYMEHTOB, Onpedensiwux npasuna W npoueaypbl, peanusyemble
onepatopoM ansi obecneyeHns 3awmTbl MHGOPMaLMM B MHOOPMaLMOHHOM cucteMe B Xxoae
ee aKchnnyataumn (ganee - opraHuM3aLMOHHO-pacnopsauTenbHble OOKYMEHTbl MO 3alimte
MHopMaLnn);

BHeLpeHne opraHM3aumMoHHbIX Mep 3aLmTbl MHpopmauuu;

npegBapuTenbHble UCMNbITAHUA CUCTEMbI 3aliuTbl MHOpMaUUn UHPOPMALNOHHON
CUCTEMBI;

OMbITHYIO 3KCMyaTaumMio CUCTEMBI 3aLLUTbl MHOPMaLNN NHPOPMALIMOHHOW CUCTEMBI;

aHanuMs ya3BMMOCTEN MHMOPMALMOHHOMW CUCTEMbI W TMPUHATHME Mep 3awuTbl
MHOpPMaLMKN NO UX YCTPaHEHWIO;

NPUEMOYHbIE NCMbITAHUS CUCTEMbBI 3aLUTbI MHOPMaUnn MHPOPMaLIMOHHON CUCTEMBI.

K BHegpeHuio cuCTeMbl 3awWwuTbl MHGOPMaUMM  NH(POPMALMOHHON  CUCTEMDI
npvBrekaeTcs onepaTop MHPOPMALMOHHOM CUCTEMbI B Cryvae, eCnn OH onpeaeneH TakoBbiM
B COOTBETCTBUM C 3akoHogaTternbCTBOM Poccunckon depepauum K MOMEHTY BHeOpeHUs
CUCTEMbI 3alnTbl UMHGOpMauUn MHPOPMALMOHHOM CUCTEMbI U HE ABMSETCA 3aKa3yMKoM
AAaHHOW MHAOPMALMOHHOM CUCTEMBI.

16.1. YcTaHOBKa M HacTpomka cpefcTB 3awnTbl MHOpMauuM B WMHGOPMAaLMOHHOMN
cucTeMe [JOSmKHa NPOBOAUTLCA B COOTBETCTBUMM C 3IKCNIyaTauMOHHOW AOKyMeHTaunen Ha



cucTeMy 3awmTbl MHopMaunm MHAPOPMALMOHHOM CUCTEMbI N JOKYMEHTauMen Ha cpeactea
3aLnTbl tHGOPMaLUUN.

16.2. PaspabaTtbiBaemble OpraHn3aunoHHO-pacnopsaanTenbHble AOKYMEHTbI MO 3awiute
NHopMaLnmM JOMKHBI ONpeaenaTb npasuna u npoueaypsbi:

ynpasreHusa (aaMUHUCTPUpOBaHUS) cuctemom 3amnThl MHopMaLmnn
NHJOPMAaLIMOHHOWN CUCTEMBI;

BbISIBNEHNST UHUWOEHTOB (OQHOro coObITMA unM rpynnbl COOLITUR), KOTOpblE MOTyT
NpuBecTn K cOOsIM U HapyLUEHNIO OYHKLNOHUPOBaAHUSA MHOPMALMOHHOM CUCTEMBI U (UNK)
K BO3HWKHOBEHMIO Yrpo3 6e30nacHOCTM MHGopMaLmm (ganee - UHUWAEHTbI), U pearnpoBaHns
Ha HUX;

ynpaBneHna KoHdurypaumen atteCToBaHHON MH(POPMaLMOHHOW CUCTEMbI U CUCTEMBI
3aWmnTbl tHOOPMaLUUK MHPOPMALIMOHHON CUCTEMDI;

KOHTpOns (MOHUTOpMHra) 3a obecrneyeHnem YpOBHS 3alLULLEHHOCTM WHOopMauuu,
cogepxawiencsa B MIHOOPMaLUVUOHHOW CUCTEME;

3aWmTbl MHOPMaUUKM NpU BbIBOAE M3 3KCnyaTaunun MHAPOPMaALNOHHOW CUCTEMbI UMK
nocne NpUHATUA peLueHns 06 oKoH4YaHn obpaboTkn MHGopMaLmK.

16.3. [Npn BHeApeHUn opraHn3aumMOoHHbIX Mep 3aLmTbl MHOPMaLMK OCYLLLECTBNAOTCA:

peanusaunsa npasBun pasrpaHuUdeHuss OoCTyna, pernaMmeHTUMpylLWmx npasa AocTyna
cybbekToB pgocTtyna K obbektam [OCTyna, WM BBEAEHME OrpaHWYeHUn Ha [OencTBuUS
nosib3oBaTenen, a Takke Ha U3MEHEHWe YCIOBUW SKCnryaTauumm, coctaBa U KOHurypauum
TEXHUYECKNX CPEACTB M NPOrpamMHOro obecneyeHus;

npoBepka MOSIHOTbl U AeTarbHOCTU OMUCAHUS B OpraHn3auvOHHO-PaCcCnopsanTENbHbIX
OOKYMeHTax no 3awute WHpopmaumm [eACTBUA nonb3oBaTenen v agMUHUCTPaToOpOB
NHPOPMAaLMOHHOM CUCTEMbI MO peanu3aunm opraHM3auoHHbIX Mep 3aLunTbl MHOPMaLUnK;

oTpaboTka AEeNCTBUA [OOSMKHOCTHbIX WL W NOoApa3ferieHuin, OTBETCTBEHHbIX 3a
peanusauuio Mep 3alnTbl MHPOPMaLMK.

16.4. lMpenBaputenbHble ncnbiTaHNA cucTembl 3amnThl MHdopMauun
MHPOPMaLMOHHON cucTembl npoBoasatca ¢ ydyetom [OCT 34.603 "MHdbopmaumoHHas
TexHororms. Buabl ucnbiTaHnn aBToMartmavpoBaHHbIX cuctem" (ganee - TOCT 34.603) u
BKMNIOYAOT NPOBepPKY paboTocnocoOHOCTU CUCTEMBbI 3aLUUTbl MHpOPMaLn MHPOPMaLIMOHHON
CUCTEMbI, @ TaKXKe MPUHATME peLleHUss O BO3MOXHOCTM OfMbITHOM 3KCnsyataumm CUCTEMDI
3aWnTbl tHOOPMaLUUK MHPOPMALIMOHHON CUCTEMDI.

16.5. OnbITHaa akcnnyaTtauus CUCTEMbl 3aluTbl UMHGOpMaUnMM MNHGPOPMAaLMOHHON
cuctembl npoeogutcst ¢ yyetom [OCT 34.603 mn BkoYaeT NpoBEPKY (PYHKLUMOHUPOBAHUSA
CUCTeMbl 3alWunTbl UHPOPMALUN NHAPOPMALMOHHOW CUCTEMbI, B TOM YUCIe pearin3oBaHHbIX
Mep 3awwuTbl WMHOpMauuKM, a TakkKe FOTOBHOCTb MNOfb3oBaTenen u agMUHUCTPATOPOB K
aKcnyataunm cuctemMbl 3awmTbl MIHGPOPMaLMM MHPOPMALMOHHON CUCTEMBI.

16.6. AHann3 yassumMmocten MHPOPMaLMOHHON CUCTEMbI NPOBOAUTCSH B LIENAX OLEHKU
BO3MOXHOCTH npeogoneHus HapyLuTenem cucTeMbl 3aWmThl MHdopMauuu
WH(POPMALUMOHHOM cucTeMbl W NpefoTBpalleHus peanu3auum  yrpo3  6e3onacHocTu
NHopMauuu.

AHann3 ys3BMMOCTEN MH(OPMAUMOHHOW CUCTEMbl BKIOYAET aHanu3 YA3BMMOCTEWN
CpeacTB 3awuTbl MHAOPMAaLMK, TEXHUYECKUX CPeacTB W nporpaMmHoro obecneveHus
MHJOPMAaLIMOHHOWN CUCTEMBI.

Mpn aHanuse ysa3BMMOCTEN WHAOPMALNOHHOM CUCTEMblI MPOBEPSETCS OTCYTCTBUE
M3BECTHbIX YA3BMMOCTEN CPeacTB 3awuTbl  MHPOPMaUUU, TEXHUYECKUX CPEeacTB MU
nporpaMMHoro obecneyeHusi, B TOM 4ucrie C Yy4yeTom uHOpMaumm, UMerLenca y
pa3paboTynKoB W MOMyYEeHHOW W3 ApYyrux obBLeAoCTYNHbIX WMCTOYHMKOB, MNPaBUITbHOCTb
YCTAQHOBKM W HACTPOMKM CPeacTB  3awuTbl  MHOPMaLMU, TEXHUYECKUX CPeacTB U
nporpaMMHoro obecrneveHuns, a Takke KOPPEKTHOCTb paboTbl CpeacTs 3almTbl MHpopMaunm



Npv X B3aMMOAENCTBUM C TEXHUYECKUMM CPEACTBAMN N NPOrpaMMHbIM obecneyeHnem.

B cnyyae BbISIBNeHUA yA3BUMOCTEN WHEPOPMALNOHHOW CUCTEMbI, MNPUBOOALLMX K
BO3HUKHOBEHWIO JONOMHUTENbHbIX Yrpo3 6e30nacHOCTN MHopMaunn, NPOBOANTCSA YTOYHEHUE
mMogenu yrpo3 Ges3onacHOCTM WHopMauunm u  nNpu  HeobXoAMMOCTUM  MPUHUMAKOTCA
AONOMHUTENbHbIE Mepbl 3alnTbl MHPOPMaLNKU, HanpaBrneHHble Ha YCTPaHEHNE BbISIBIIEHHbIX
YyS3BUMOCTEN UM UCKMYaoLWmMe BO3MOXHOCTb MCNOMNb30BaHUS HapyluMTeneM BblSiBNEHHbIX
YySA3BUMOCTEWN.

16.7. TlpMemMoYHble MUCNbITaHUSA CUCTEMbI 3alWuTbl MHGOpMaUMn NHGPOPMAaLIMOHHON
cuctembl npoBoaatcsas ¢ ydetom [OCT 34.603 wn BKMAYaKT MNPOBEPKY BbIMNOMHEHNSA
TpeboBaHM K cMCTEME 3aLUTbl MHPOPMaLMN MHPOPMALIMOHHON CUCTEMbI B COOTBETCTBUM C
TEXHNYECKMM 3afaHMeM Ha co3fgaHne WHMOPMAaUMOHHOW cuctembl U (UNn) TEXHUYECKUM
3afaHMeM (4acTHbIM TEXHUYECKUM 3alaHMEM) Ha Cco3daHne CUCTEMbl 3alMTbl MHAOPMAaLMK
MHPOPMaLIMOHHON CUCTEMBI.

ATtTecTaumsa uHdopMaLMOHHOW CUCTEMbI U BBOA ee B AeCTBUe

17. ATTectauunsa nHopMaLmnMoHHOM CUCTEMbI OpraHmdyeTcsa obnagarenem nHgopmaumm
(3akas4nkom) mnm onepaTtopoM M BKOYAET MPOBEAEHME KOMMIIEKCa OpraHU3auMOHHbIX W
TEXHUYECKNX MEPONpUATUA  (aTTeCTaUMOHHbLIX UCMNbITaHUA), B pe3ynbraTte  KOTOpbIX
NnoATBEPXKOAETCS COOTBETCTBME CUCTEMbI 3aLUTbl MHOPMaUUKN MHEPOPMALMOHHOMW CUCTEMBI
HacToawuM TpeboBaHUAM.

17.1. B KayecTBe MCXOAHbIX [AaHHbIX, HeobXoOuMbIX ANna  aTTecTtauumn
NHPOPMALIMOHHOM CUCTEMBI, UCMONb3YIOTCA MoAeNb Yyrpo3 6esonacHoCcTM MHopmaunn, akT
Knaccugukaumm  MHOOPMaAUMOHHON CUCTEMbI, TEXHWYECKOe 3afaHue Ha co3faHue
MHPOPMALIMOHHON CUCTEMBI U (MNIN) TEXHUYECKOe 3afaHue (4aCTHoe TexXHUYeckoe 3ajaHue)
Ha co3gaHuMe CUCTeMbl 3aWuTbl MHGOPMAaUUKM WMHAOPMALMOHHOM CUCTEMbI, MPOEKTHas W
9KCnryataumoHHas [OOKYMEeHTauuMs Ha cuctemMy 3awimtbl MHopmMaumm uHEPOpMaLMOHHOM
CUCTEMbI, OpraHu3aLMOHHO-pacnopsaanTenbHble AOKYMEHTbl MO  3awuTte UWHdopMauuu,
pesynbsraTtbl aHanmsa ya3BMMOCTEN MHGOPMaLIMOHHOM CUCTEMBI, mMarepwuarnbl
npeaBapuTenbHbIX M MPUEMOYHbLIX  UCMbITAHUA  CUCTEMbI  3alMTbl  MHdOPMaUUK
NHOPMALIMOHHOM CUCTEMBI, @ TakkKe MHble AOKYMEHThI, pa3pabaTbiBaeMble B COOTBETCTBUM C
HacToAwuMNn TpeboBaHUAMM.

17.2. AtTectaums MHMOPMALMOHHOMW CUCTEMbI MNPOBOAUTCA B COOTBETCTBUM C
nporpaMmMon W MeToaMKamMuM aTTeCTaUuMOHHbLIX WUCNbITAHMM [0  Hadana obpaboTkm
MHOpMaUuK, nognexawen 3awmte B WMHGOPMaUMOHHOM cucteme. [Ona npoBeaeHust
aTTectaumm MHAPOPMaLMOHHOMW CUCTEMbI MPUMEHSAIOTCS HauMOHarnbHble CTaHA4ApThbl, a TaKkke
MeToaMYeckne [OOKYMeHTbl, paspaboTaHHble U yTBepxaeHHble ®CTOK Poccun B
COOTBETCTBUM C rnognyHkTom 4 nyHkta 8 [lonoxeHna o dPegepanbHon cnyxbe no
TEXHNYECKOMY WM 3KCMOPTHOMY KOHTPOSO, yTBepXaeHHoro Ykasom [pesngeHTta Poccuinckon
denepauum ot 16 aBrycta 2004 r. N 1085.

Mo pesynbratam  aTtTeCTauMOHHbIX  UCMbITAHUW  OPOPMASAIOTCA  NPOTOKOSbI
aTTEeCTAUMOHHbBIX MWCMbITAHUA, 3aKflOYEHNWEe O COOTBETCTBMM WMHAPOPMALMOHHON CUCTEMBI
TpeboBaHMsM O 3awwmTe MHOPMAaLMKM U aTTecTaT COOTBETCTBMSA B Clydae MOSNOXUTENbHbIX
pe3ynbTatoB aTTeCTaLMOHHbIX UCMNbITAHUNA.

17.3. JonyckaeTca attectauma MHAPOPMALWUOHHOMW CUCTEMblI Ha OCHOBE pe3yrbTaToB
aTTeCTAUMOHHbBIX UCMbITAHUN BblAENeHHOro Habopa cerMeHToB MHGOPMAaLMOHHOW CUCTEMBI,
peanuayrLnX NOMHYK TEXHONOrNID 06paboTkM MHGOPMaLUK.

B atom cnyyae pacnpocTpaHeHwe aTTectaTa COOTBETCTBMS Ha ApYyrMe CerMeHTbl
WHPOPMALIMOHHON CUCTEMbl OCYLLECTBIISIETCA NpU YCNOBUM UX COOTBETCTBUA CEerMeHTam



MHPOPMaLIMOHHOW CUCTEMBI, MPOLLEALLMM aTTeCTalMOHHbIE UCTbITAHUS.

CermMeHT cuMTaeTcss COOTBETCTBYIOLIMM CErMeHTy WH(POPMAUMOHHOW CUCTEMBI, B
OTHOLLEHUN KOTOPOro OblfiM NpoBeAEeHbl aTTeCTaUMOHHbIE UCMBITAHUS, €CNN AN yKasaHHbIX
CErMeHTOB YCTaHOBIIEHbl OOMHAKOBblE KMacchl 3alMLEHHOCTHN, Yrpo3bl 6e30nacHoCTU
MHoOpMaUnK, peanu3oBaHbl OAMHAKOBbIE MPOEKTHble peLleHns Nno  WHGPOPMaLNOHHON
CUCTEME U ee cucTemMe 3alnTbl MHGPOPMaLUK.

CooTBeTCcTBME CermMeHTa, Ha KOTOpbIM pacrnpoCTpaHAeTCAa aTTecTaT COOTBETCTBUS,
CerMeHTy WH(OPMAUMOHHOM CUCTEMbI, B OTHOLUEHWM KOTOPOro ObliM nNpoBedeHbI
aTTeCTauMOHHbIE  UCMbITaHUS, MOATBEPXOaeTca B Xo4e  MPUEMOYHbIX  UCMbITaHUN
NHJOPMAaLIMOHHOWN CUCTEMBI UM CEMMEHTOB MHAOPMAaLIMOHHOWN CUCTEMBI.

B cermeHTax MHMOpMaLUMOHHOW CUCTEMBbI, HA KOTOpblE pacrpocTpaHaeTca arrectar
COOTBETCTBUSA, onepaTtopomM obecneunBaeTcsa cobnogeHme aKkcnyatauMoHHON JOKYMEHTaLumm
Ha cuctemy 3awuTbl MHPOpPMaUMM UHAPOPMALNOHHOM CUCTEMbI U OpraHU3aLMOHHO-
pacnopsanTerbHbIX JOKYMEHTOB MO 3aluTe MHopmMaunn.

OcobeHHOCTN aTTecTaumm WHPOPMALMOHHON CUCTEMbI Ha OCHOBE pe3yrbTaToB
aTTeCTaumMOHHbIX WUCNbITaHWM BblOENEeHHOro Habopa ee cerMeHToB, a Takke YCrnoBus U
NopsaoK pacnpocTpaHeHnsa atTecTata COOTBETCTBUSA Ha ApyrMe cermeHTbl MHPOPMaLNOHHON
CUCTEMbI OMpefensalnTca B MNporpaMme W MeToaukax aTTeCTauUOHHbIX UCMbITaHUN,
3aKrMYeHnn 1 atTecTaTte COOTBETCTBUS.

17.4. TloBTOpHasa arTectauma MHPOPMALMOHHON CUCTEMBbI OCYLLIECTBISAETCA B Crnyyae
OKOHYaHWs Ccpoka [OeWCTBUA aTTectata COOTBETCTBUA WM MOBbILWEHUA  Kracca
3aLMLLEHHOCTN MHAOPMALMOHHOM cuctemsl. MNMpn yBenuyeHnn coctaBa yrpo3 6e3onacHocTu
MHOPMaLNN UNN U3MEHEHUS MPOEKTHBIX PELLEeHUI, pearim3oBaHHbIX NPY CO34aHUN CUCTEMBbI
3awuTbl  MHGopMaumm  MHPOPMALMOHHOM  CUCTEMbI, MNPOBOAATCA  OOMNOMHUTENbHbIE
aTTecTauMOHHbIE NUCNbITAHUSA B paMKax OeNCTBYIOLWEro artrectata CoOOTBETCTBUS.

17.5. Beog B gencreme MHPOPMALIMOHHOM CUCTEMbI OCYLLECTBNAETCH B COOTBETCTBUN
C 3akoHopgaTenbctBoM Poccuiickon depepauumn 06 uHpopmauuun, MHPOPMAUMOHHBIX
TeXHonornsax n o 3awmute nHoopmaumm n ¢ ydetom FOCT 34.601 1 npu Hanuuumn aTTecTtaTa
COOTBETCTBUS.

Ob6ecneyeHue 3aWmnTbl MHPOPMaLUMK B XoAe IKcnsyaTaumm atTTeCToBaHHOM
MHOPMaLUOHHON CUCTEMBbI

18. Ob6ecnedyeHne 3awmnTbl WMHPOPMaUMKM B Xo4e IKCniyataumm aTtTecToBaHHOM
WHPOPMALMOHHONW  CUCTEMbl  OCYLLUECTBMISIETCA  onepatopoM B COOTBETCTBUM  C
3KCNnyaTauMoHHOW AOKYMEeHTaumen Ha cuctemy 3alimTbl MHpoOpMauum n opraHmM3alMOHHO-
pacrnopsanTenbHbIMU JOKYMEHTaMM Mo 3almte MHopmaumm n B TOM YUCHe BKIOYaET:

yrnpasneHue (agMuHUCTPUpOBaHME) cucTemon 3aWuTbl NHopmauunn
MHGOPMAaLMOHHOWN CUCTEMBI,

BblSIBNEeHE MHUMAEHTOB N pearnpoBaHne Ha HUX;

ynpaBneHne KOHdurypaumen arTtectoBaHHOM WHMOPMALMOHHON CUCTEMbI U ee
CUCTEMbI 3aLnTbl MHopMauuu;

KOHTPOrNb (MOHUTOPUHT) 3a obecrneyeHMem YpPOBHS 3alUULLIEHHOCTUM WHopMauuu,
cogepxawiencsa B MIHOOPMaLUNMOHHOW CUCTEME.

18.1. B xoge ynpasneHus (agMWHUCTPUPOBAHUS) CUCTEMOW 3alUnUTbl UHGOPMaLUK
NHJOPMAaLIMOHHOWN CUCTEMbI OCYLLIECTBIIAOTCSA:

3aBefeHMe UM ydaneHue  YyYeTHbIX  3anucer  norb3oBaTtenen,  ynpasneHue
NOMHOMOYUAMM nNonb3oBaTenien MHAPOPMALMOHHON CUCTEMbI M MogAepXaHue npasun
pasrpaHu4eHnsa Joctyna B UHPOPMaLNOHHON CUCTEME;



ynpasneHne cpeactesaMmn 3awuTbl MHGOpMaumMmM B MHPOPMaLMOHHOW cUCTEME, B TOM
yucre napameTpamMuM HacCTPOMKM MporpaMmMHoOro obecnedeHusi, BKMOYas nporpaMmMHoe
obecnevyeHne cpeacTB  3awmTbl  MHGOPMauuMW, yrnpaBrieHWE  YYeTHbIMUM  3anUcamMu
nonb3oBaTenen, BOCCTaHOBMEeHWe paboToCnOCOBHOCTM CpeacTB 3aWuTbl UHGOpMaLMK,
reHepauuio, CMeHy 1 BOCCTaHOBIEHME Naponen;

yCTaHOBKa OOHOBMEHW MporpaMMHoOro obecneveHusi, BKNOYas nNporpammMmHoe
obecrnevyeHne  CpeacTB  3aWwuTbl  MHGOPMauuu,  BbiMyCKaemblX  paspaboTymkamu
(npousBoanTENAMM) CPEACTB 3alLnTbl MIHAOPMALMK UITK MO UX MOPYYEHUIO;

LeHTpanM3oBaHHOE ynpaBfieHne CUCTEMOW 3aluTbl MHOpMaUUM UHAPOPMALVNOHHOM
cucTembl (NPU HEOOXOANMOCTN);

perncTpauunsa n aHanns cobbliTuii B MIHPOPMALMOHHON CUCTEME, CBSI3AHHbIX C 3aLMTON
NHopMaunn (ganee - cobbITA 6Ge30nacHOCTH);

nHpopMmmnpoBaHue nonb3oBaTenen o6 yrposax ©GesonacHoCcTM umHGOpPMaumMm, O
npaBunax aKchnyartaumMm cuctembl 3aluTbl MHOpMaUUM WHGPOPMALNOHHON CUCTEMbI W
OTAENbHbIX CPEACTB 3aWunTbl MHPOPMaLUMK, a Takke Ux obyyeHune;

COMpoBOXAeHNe PYHKLNOHNPOBAHUSA CUCTEMbI 3aWuTbl NHpopmaumn
WHPOPMALMOHHOW CUCTEMbl B XO4e ee SKCrnsyataumn, BKINOYad  KOPPEKTUPOBKY
9KCNnyaTauMoOHHOMW  OOKyMEHTauum Ha Hee U OpraHu3auMoHHO-pacnopaguTenbHbIX
AOKYMEHTOB MO 3aLmTe nHpopmaumm;

18.2. B xoe BbIABNEeHUs MHUWAEHTOB U pearnpoBaHNA Ha HUX OCYLLECTBIIATCS:

onpegeneHve nuy, OTBETCTBEHHbLIX 3a BbIABMEHWE MHUWOEHTOB U pearMpoBaHue Ha
HUX;

oBHapyXeHne n naeHTMuKauna MHUMAEHTOB, B TOM YMCie OTKa3oB B 0OCNyXnBaHuu,
cboeB (nepesarpy3ok) B paboTe TEXHUYECKMX CpeactB, MpPorpamMMHOro obecneyeHus U
CPeAcTB  3aWuTbl  MHOPMauUUKW,  HapylweHuh  npaBun  pasrpaHudeHna  gocTyna,
HenpaBOMEPHbLIX AENCTBMI MO cOOpY MHGOPMaLUK, BHELPEHUA BPEAOHOCHbLIX KOMMbIOTEPHbIX
nporpaMmm (BMPYCOB) N UHbIX CODLITUIN, NPUBOAALLUNX K BO3HUKHOBEHWUIO UHLUNOEHTOB;

CBOEBPEMEHHOE UH(POPMUPOBAHME NUL, OTBETCTBEHHbIX 3a BbISIBNEHWE UHUNOAEHTOB U
pearmpoBaHMe Ha HWX, O BO3HUMKHOBEHUW MWHUMOEHTOB B WHGOPMAUMOHHOW cucteme
nonb3oBaTenaMn n agMMHUCTpaTopamu,

aHanu3 UHUMAOEHTOB, B TOM Yucne onpeneneHne NCTOYHUKOB U NPUYUH BO3HUKHOBEHUS
WHUMOEHTOB, a Takke OLeHKa UX NocneacTBui;

NNaHMpoOBaHME W MPUHATME Mep MO YCTPAHEHWI WHUWMAEHTOB, B TOM 4ucne o
BOCCTAHOBIIEHMIO WH(OPMAUNOHHOM CUCTEMbI U €e CerMeHToB B Clyyae oOTkasa B
obcnyxmBaHum wnn  nocne cboeB, YCTpaHEHUIO MOCNeaCcTBUM  HapyLleHUs npaBun
pasrpaHUYeHnsa OOCTyna, HenpaBOMEPHbIX OEWCTBUM No cbopy uHGOopmauuu, BHeAPEHUs
BPELAOHOCHbIX KOMMbIOTEPHbLIX MNporpamMmm (BMPYCOB) WU WHbIX COOLITUA, MPUBOAALLMX K
BO3HUKHOBEHWIO UHUNOEHTOB;

nnaHMpoBaHUE U NPUHATUE Mep MO NpefoTBpPaLLEHUNI0 MOBTOPHOIO BO3HWKHOBEHMS
MHUNOEHTOB.

18.3. B xoae ynpasneHus KOHurypaumen atteCToBaHHON MHOPMAaLNOHHOW CUCTEMBI
N ee cucTeMbl 3alnTbl MIHGPOPMALMM OCYLLECTBASIOTCS:

nogaepXxaHue KoHgurypaumm WHPOPMALMOHHONW CUCTEMbI U €€ CUCTEMbI 3alUnTbl
MHpopMaunn (CTPYKTYpbl CUCTEMbI 3alnMTbl MHGOPMaLMM UHAPOPMALMOHHOW CUCTEMBbI,
cocTaBa, MeCT YCTaHOBKM M MapamMeTpoB HACTPOMKU CPEeACTB 3awuTbl UHGOpMauuu,
nporpaMMHoOro obecneyeHns U TeXHUYECKUX CpeacTB) B COOTBETCTBUM C IKCMyaTaLMOHHON
AOKYMEHTaumen Ha cuctemy 3awmTbl MHopmaumn (nogaepxaHme 6as3oBon KoHduUrypaumm
MHPOPMALIMOHHON CUCTEMbI U €€ CUCTEMbI 3aLLUUTbl HOPMaLUN);

onpegeneHve nuu, KOTOPbIM paspelleHbl OEeACTBUA MO BHECEHWIO W3MEHEHWA B
6a3oByto KOHUrypaLno MHHPOPMALMOHHOM CUCTEMBI N €€ CUCTEMbI 3aLUTblI MHGOPMaLK;



yrnpaBneHne nameHeHnammn 6a3oBor KOHUrypauum MHOOPMaLMOHHON CUCTEMbI U ee
CUCTEMbI 3alnTbl MHOPMAaLMK, B TOM YuCrie onpeaerneHme TUNOB BO3MOXHbBIX U3MEHEHUN
6a3oBon KoHdUrypaumm nMHEPOPMaLUMOHHOM CUCTEMbI U €€ CUCTEMbI 3alUMTbl MHOPMaLMK,
CaHKUMOHNPOBAHNE BHECEHUS1 M3MeHeHMn B 6a30oByl0 KOHUrypauuio MHGOpPMaLMOHHOM
CUCTEMbl N ee CUCTEMbI 3alUnTbl UHOPMaUUK, JOKYMEHTUPOBAHNE OENCTBUN NO BHECEHUIO
nameHeHnn B 6a3oByl0 kKOHGUrypauuo MHEPOPMaLMOHHOM CUCTEMbI U €€ CUCTEMbI 3allUUTbI
WHpopMmaumun,  coxpaHeHne  faHHbIX 00  M3MeHeHuax  6as3oBoM  KOHUrypauum
NHJOPMAaLIMOHHON CUCTEMbI U €e CUCTEMbI 3aluTbl MHGOPMAaLUUK, KOHTPONb OENCTBUA MO
BHECEHMIO M3MEHEHMIN B Ba30BYO KOHUrypaumo MHPOPMaLMOHHON CUCTEMbI N €€ CUCTEMbI
3amnTbl tHOpMaLUuK;

aHanu3 noTeHUManbHOro BO3AEWUCTBUS MNIIAaHUMPYyeMbiX M3MeHeHun B 6as3oBou
KOHQourypaumm uHMOPMaUMOHHON CUCTEMbI W €e CUCTEMbl 3aluuTbl MHGOpMauMn Ha
obecneveHne 3awmnTbl MHOPMALMK, BOSHUKHOBEHNE OONONMHUTENBHbLIX Yrpo3 6e3onacHocTu
MHpopMaunn n pabotTocnocobHOCTb MHPOPMALIMOHHON CUCTEMBI;

onpegeneHne napaMeTpoB HACTPOMKM NporpaMMHoOro obecnedeHusi, BKroYas
nporpamMmHoe obecneyeHne cpencTs 3awWnTbl MHGOPMaUMK, COCTaBa M KOHUrypauuu
TEXHUYECKNX CPEACTB M NPOrpamMMHOro obecneyeHns 0O BHECEHMS M3MeHeHun B 6a3oByto
KOHoMrypaumio MHopMauMOHHON CUCTEMbI U €e CUCTEMbI 3aLLnTbl UHGOpMaLnu;

BHECeHne wHdopmaumn (gaHHbix) 06 wu3MeHeHnax B 6Gas3oBOM KOHUrypauum
WH(POPMALMOHHOM CUCTEMBI U ee CUCTEMbI 3alMTbl MHOpMauun B 3IKCNNyaTaLUOHHYHO
AOKYMEHTaUMIoO Ha cUCTeMy 3aLmTbl MHGOpMaLMM MHPOPMAaLMOHHOWN CUCTEMBI,

NPUHATUE pELUeHUs Mo pesynbrataMm  ynpasfeHus KoHdurypaumen o MNOBTOPHON
aTTectaunm MHAPOPMaLMOHHOM CUCTEMbI UNN NPOBELAEHUN OOMOMHUTENbHbLIX aTTeCTaLMOHHbIX
NcnbITaHUN.

18.4. B xope koHTponsa (MOHUTOpMHra) 3a obecneyeHMem YpPOBHS 3alLULLEHHOCTM
MHGOpMaLnK, cofgepallencs B MHpopMaLMOHHOW CUCTEME, OCYLLECTBNSAIOTCA:

KOHTpONb 3a cobbiTmammn  6es3onacHOCTM M AEWCTBMSAMM  Monb3oBaTenen B
WHJOPMAaLIMOHHOWN CUCTEME,;

KOHTPONb (aHanu3) 3allneHHOCTU nHopmaLmu, cogepXxallencs B MIHGPOpPMaLoHHOM
CUCTEME;

aHann3 1M oueHka  PYHKUMOHWPOBAHUSA  CUCTEMbl  3aluUTbl  MHOpMaLUn
NH(POPMALMOHHON CUCTEMbI, BKMOYas BbISIBIEHWE, aHanu3 u ycTpaHeHue HeOoCTaTKOB B
PYHKLUNOHNPOBAHUN CUCTEMbI 3aLMTbl MHGOpMaLMM MHPOPMALMOHHON CUCTEMBI,

nepuoavyeckun aHanmMs  U3MeHeHus  yrpo3  6esonacHocTM  WMHopMauun B
WHPOPMALIMOHHON CUCTEME, BO3HUKAKOLWMX B XO4e ee 3Kchnyatauuu, N npuHaTue mep
3aWwnTbl MHOPMaLUMK B Crlydae BO3HUKHOBEHWSI HOBbIX Yrpo3 6e3onacHoCTv nHopMaumu;

AOKYMEHTUpOBaHWEe npouenyp W pes3ynbraToB  KOHTpond  (MOHWTOPWUHra) 3a
obecneyeHMeM YpOBHS 3alUMLLEHHOCTM MHOpMaunn, coaepxalenca B MHGPOpPMaLMOHHOM
cucTeme;

NPUHATUE pELLEHUS NO pesynbTatam KOHTpons (MOHUTOpWHra) 3a obecneveHnem
YPOBHSA 3alUMLEHHOCTU WHpopMauun o JopaboTke (MogepHU3auumn) CUCTEMbl 3alUUThI
MHOPMaLUN  MHPOPMALMOHHOM CUCTEMbI, MOBTOPHOM aTtTectauun WHGPOPMaLMOHHOMN
CUCTEMbI NN NPOBEAEHUN JOMONHUTENbHbLIX aTTECTALNOHHBIX UCTbITAHUN.

Ob6ecneyeHue 3aWmnTbl MHDOPMaLMK NPU BbiBOAE U3 IKCNyaTaLlMm aTTeCTOBaHHOMU
MHPOPMaLUMOHHON CUCTEMbI UITN NMOCTIe NPUHATUA peLleHus 06 OKOHYaHMKN 06paboTKu
nHopmMauum

19. ObecneyeHne 3almTbl MHGPOPMALMK NPU BbIBOAE U3 SKCMyaTaumm aTTeCToBaHHOM



WH(POPMALIMOHHOM CUCTEMbI UMK NOCNEe MNPUHATUA pelieHns o6 OkOoHYaHuM 06paboTku
WHpopMaLUMN  OCYLLIECTBISETCA OnepaTtopoM B COOTBETCTBUM C  IKCMIyaTauMOHHOW
AOKYMEHTaunen Ha cuctemy 3sawuTbl  MHGOpPMaUMM  UHAOPMAUUOHHOM CUCTEMbI W
OpraHn3auMoHHO-pacnopaanTErNbHbIMU JOKYMEHTaMu Mo 3awuTe nHopMaumum n B TOM Yncne
BKItOYaET:

apxuBupoBaHue nHopmMaumm, cogepxallenca B UHPOPMaLMOHHON CUCTEME;

YHUYTOXEHWNE (CTUpaHMEe) JaHHbIX U OCTAaTOYHOWN MHPOPMaLMM C MALUMHHBIX HOCUTENEN
MHOPMaLNKN U (MNIN) YHUYTOXEHME MALUMHHBIX HOCUTENEN MHdOpMaLNW.

19.1. ApxuBupoBaHue WHGOPMaUUKN, coaepawencs B MHPOPMaUUOHHOM CUcTeMe,
AOMKHO OCYLLECTBIATLCA NPU HEOBXOOUMOCTU farnbHENLWero Ucnonb3oBaHnsa nHdopmMaumm B
AeATenbHOCTN onepaTtopa.

19.2. YHn4yTOXEHME (CTMpaHME) OaHHbIX U OCTAaTOMHOM WMHOPMaUUU C MaLLUMHHbBIX
HocuTenen uHoOpMauMm nNpoM3BOAUTCA NpU  HeobXooMMOCTW nepedayn  MaLIMHHOIO
HocuTens wHdopmauun [pyroMy rnonb3osaTento  WHMPOPMAUMOHHOW CUCTEMbI WUNU B
CTOPOHHWE OpraHu3auun Ansi peMoHTa, TEXHUYecKoro o6CnyXuBaHuMa Wnu LanbHenwero
YHUYTOXEHNS.

Mpn BbIBOOE M3 3KchnyaTauuuM MalUMHHBIX HOCUTENen WHOPMauuK, Ha KOTOPbIX
OCYLLeCTBNANUCb XpaHeHne u obpaboTka WHGOpMauuKn, OcyLlecTBNAeTcs duandeckoe
YHUYTOXEHNE 3TUX MaLUUHHBLIX HOCUTENnen nHgopmaumu.

lll. TpeboBaHMA K Mepam 3awnTbl UHOPMaLMK, coaepxallemca B UH(oOpMaLMOHHOMN
cucrteme

20. OpraHu3aunoHHblE U TEXHUYECKME Mepbl 3aluTbl MHOPMaLMK, peanusyemble B
MHOPMALIMOHHOM CUCTEME B paMKax €e CUCTEMbI 3alnTbl MHOPMaL MK, B 3aBUCUMOCTU OT
yrpo3 6e3onacHOCTM UWHdOpMaLMK, WUCNONb3yeMbIX WHEPOPMALMOHHBIX TEXHOMOMUN U
CTPYKTYPHO-(PYHKUMOHAMbBHbLIX ~ XapaKTepUCTUK  MH(OPMAUMOHHOM  CUCTEMbI  LOSKHbI
obecneuyvBarThb:

naeHTUMKaumo n ayteHTMduKaumnio cybbekToB A0CTyna  06bEKTOB AOCTYNA;

yrnpasneHne JocTynoMm cybbekToB AocTyna K o6bektam JoCcTyna;

orpaHu4eHne NporpamMHON Cpeabl;

3aLUNTY MaLUMHHBIX HOCUTENen nHpopmaumm;

perncTpaunto cobbiTuin 6e30nacHoOCTY;

aHTUBWPYCHYIO 3aLUUTY;

obHapyxeHue (NpeaoTBpaLLeHNE) BTOPXKEHUN,

KOHTPONb (aHanu3) 3almLLEeHHOCTN MHopMaLmK;

LeNOCTHOCTb MHCPOPMALIMOHHOM CUCTEMBI 1 MHbOpMaLnK;

AOCTYNMHOCTb MHbopmauuu;

3aWwnTy cpeabl BUpTyanusauum;

3aLNTy TEXHUYECKNX CPeacTB;

3aWnTy MHAPOPMALMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSA3WN N Nepeaadn AaHHbIX.

CoctaB Mep 3awutbl MHdopmaumMm N ux 6asoBble Habopbl O COOTBETCTBYHOLLMX
KNnaccoB 3alMLEHHOCTN WH(OPMALMNOHHBIX CUCTEM npuBedeHbl B npunoxedun N2 K
HacToawmuM TpeboBaHUAM.

20.1. Mepbl N0 ngeHTUMKaUMmM n ayteHTudukaumm cybbekToB AocTyna n 0ObEKTOB
AocTyna AormkHbl obecneynBaTtb NpucBoeHne cybbektam n obbektam LOCTyna YHUKanbHOro
npusHaka (ngeHtTudukatopa), cpaBHeHWe npeabasnaemoro cybbektom (o6bekTom) goctyna
noeHTUrkaTtopa C MNepeyHeM MNPUCBOEHHbIX WAEHTUMUKATOPOB, a TaKke MNpPOBEPKY
NPUHaANEexXHoOCTn cyobekTy (0ObekTy) AocTyna npeabsBNEeHHOrO0 MM  uaeHTudumkartopa



(noaTeepxgeHue NoannMHHOCTK).

20.2. Mepbl no ynpaeneHuo OOCTYynoM cyb6bekToB AocTyna K obbekTam gocTtyna
AOMKHbI obecnevvBaTb yrnpaereHve npasBamMu W npuBunernamn cybbekToB [ocTyna,
pasrpaHuyeHne ocTtyna cyObekToB 4OCTyna K o6bekTam JOCTyna Ha OCHOBE COBOKYMHOCTU
YCTaAHOBMEHHbLIX B WH(POPMALMOHHOW CUCTEME MpaBun pasrpaHUYeHns OOCTyna, a Takke
obecneymBaTb KOHTPOMb COBNIOAEHNS ATUX NPaBUN.

20.3. Mepbl N0 orpaHNYEeHMIO NPOrpamMMHON Cpeabl AOMKHbI obecneymBaTb YCTaHOBKY
N (MNN) 3anyck TONMbKO pas3pelleHHOro K WCMNonb30BaHWKD B MHAOPMAaLMOHHOW CUCTeMe
nporpaMmMHoOro obecneyeHns MM WCKNYaTb BO3MOXHOCTb YCTAHOBKM W (MnKn) 3anycka
3anpeLLeHHOro K UCMNoMb30BaHMIO B UH(POPMAaLNOHHOM cucTemMe nporpaMmMHOro obecnevyeHus.

20.4. Mepbl N0 3awmMTe MaLUWHHbIX HOcuTenen WuHdopmauun (cpegcrTea ob6paboTku
(XpaHeHus) nHpopmauun, CbeMHbIE MaLLWUHHbIE HOCUTENWN MHPOPMaLNKN) OOSMKHBI UCKITHOYaTb
BO3MOXHOCTb HECaHKLUMOHUPOBAHHOIO AOCTYMNa K MalUWHHLIM HOCUTENSAM WU XPaHsLLENcs Ha
HUX MHJOPMauMK, a Takke HeCaHKUWMOHMPOBaAHHOE MWCMOMb30BaHME CbEMHbIX MaLUMHHbIX
HocuTernen nHpopmaumn.

20.5. Mepbl no pernctpaumm cobbiTuii BesonacHOCTU OOSmKHbl obecneymBatb cbop,
3anncb, XpaHeHne 1 3awmTy nHdopmMaumm o cobbiTuax 6esonacHoCTM B MHAOPMAaLMOHHOM
CUCTEME, a TaKkKe BO3MOXHOCTb NPOCMOTpa U aHanusa MHOPMauUnn O Takmx cOBbITUAX U
pearmpoBaHue Ha HUX.

20.6. Mepbl NO aHTUBUPYCHOM 3awmuTe AOMKHbI obecneyvmBaTb OOHapyxeHue B
WH(POPMALMOHHOM  CUCTEME  KOMMbKOTEPHBIX MporpamMm  nnMB6o0  WMHOW  KOMMbHOTEPHOM
NHpopmauun, npegHasHa4YeHHON AN HECAHKLUMOHUPOBAHHOIO YHUYTOXEHNS, BriokmpoBaHus,
MoanmKauumn, KoOnMpoBaHUS KOMMbIOTEPHOW WHAOPMauUU UMW HenTpanusaumm CcpeacTs
3aWwnTbl MHopMaunn, a Takke pearmpoBaHue Ha OOHapyXeHwe 3TUX nporpamMm U
NHopMauuu.

20.7. Mepbl No obHapyxeHuto (NpeoTBpaLLEHNIO) BTOPXEHNIA LOMKHbI 0becnevnBaTb
obHapyXeHvne OenCcTBMIA B MHPOPMALMOHHON CUCTEME, HanpaBreHHbIX Ha NpeaHaMepeHHbIN
HEeCaHKUMOHMPOBaHHbIA  OOCTYNn K  WHOpMauun, chneumarnbHble  BO3OEWCTBUSA  Ha
NHPOPMALMOHHYIO cucTemy un (Mnn) nHdopMaumio B LEeNsX ee A0ObiBaHWS, YHUUTOXEHUS,
NUCKaxxeHna 1 B6nokMpoBaHWs [OCTyna K MHGOpMaLMM, a Takke pearmpoBaHuMe Ha 9Tu
AEeNCcTBUS.

20.8. Mepbl no KoHTpon (aHanuay) 3allMLLEHHOCTUM WHpOpMaUMN  LOMKHbI
obecneumBaTb KOHTPOSflb YPOBHA  3alMLEHHOCTM WHopmauun, cogepxawenca B
MHPOPMALMNOHHOM cucteme, NyTeM MNpoBeAeHUss MepornpuUATUA N0 aHanusy 3alMLEeHHOCTH
MHPOPMALIMOHHOW CUCTEMbBI U TECTUPOBAHUIO €€ CUCTEMbI 3aLLNTbI MHpopMaLmn.

20.9. Mepbl no obecrneyeHuto LIENOCTHOCTU  MHEOPMALMOHHON CUCTEMbI W
nHpopmaunn  OormkHbl obecneumBaTtb OOHapyxeHune (akToB HeCaHKLMOHMPOBAHHOIO
HapyLUEeHNs LenoCTHOCTU MHGOPMAaLIMOHHON CUCTEMbI U coepXallenca B Her MHdopmauuu,
a Takke BO3MOXHOCTb BOCCTAHOBMNEHUA MH(POPMAaLIMOHHON CUCTEMbI N codepXallencs B Hen
NHd OpMaLunN.

20.10. Mepbl no obecneyeHnto AOCTYNHOCTU MHGOPMauMM OOSMKHbI obecnevnBaTb
aBTOPM30BaHHbLIN OOCTYN nonb3oBaTenen, WMewWmMx npasa MO TakoMy [JOCTyny, K
WHpopMauuKn, copepxawencs B WHMPOPMAUMOHHOW CcUCTeMe, B LUTATHOM pexume
PYHKUMOHNPOBaAHUSA NHPOPMALIMOHHOM CUCTEMBI.

20.11. Mepbl no 3awmte cpedbl  BupTyanu3auMm  OOMDKHbI  UCKMOYaTb
HEeCaHKUMOHMPOBaHHbIA  OOCTYyNn K uHopmaumm, obpabatbiBaeMon B  BUpPTyasribHON
NHPaCTPYKType, N K KOMNOHEHTaM BUPTYyaribHOM MHPPACTPYKTYpbI, @ TakKe BO3OENCTBME Ha
WHpOpMaLUMIO N KOMMOHEHTbI, B TOM 4uCNe K CpeacTBaM YrpasrieHUs BUPTyarbHOW
MHPPaCTPYKTYpPOr, MOHUTOPY BUPTYyarbHbIX MalIWH (rMNepBuU3opy), CUCTEME XpaHeHUs
OaHHbIX (BKMOYaa cucteMy XpaHeHua o6pas3oB BUPTyanbHOW WHMPaACTPYKTypbl), ceTu



nepegadn [aHHbIX Yepe3 JreMeHTbl BUPTyanbHOW WUNn (OU3NYECKON WHPPACTPYKTYPHbI,
roCcTeBbIM OMNepauMOHHbIM CUCTEMaM, BUPTyarbHbIM MalMHaMm (KOHTenHepam), cucteme wu
CeTn pennukauun, TepMUHanbHbIM W BUPTyanbHbIM YCTPOWCTBaM, a TaKke Ccucteme
pes3epBHOro KONMPOBaHUA N CO30AaBaEMbIM €0 KOMUSM.

20.12. Mepbl N0  3aWnMTe  TEXHUYECKMX  CPeacTB  AOMMKHblI  UCKMYaTb
HeCaHKLNOHMPOBaHHbIV AOCTYyn K CTaLMOHapHbIM TEXHUYECKNM cpencream,
obpabaTtbiBaoWwnmM  MHOPMaLUMIO, cpeacTBaMm, obecneunBarowMMm  (PyHKLMOHMPOBaAHME
MHPOPMaLMOHHON cucTeMbl (danee - cpeactBa obecrnedyeHns YHKLMOHMPOBAHMUS), U B
MOMELLEHMS, B KOTOPbIX OHW MOCTOSHHO PAaCMOMOXEHbl, 3aLUTy TEXHUYECKUX CpeacTB oOT
BHELWHMX BO3OEWCTBUMA, a Takke 3aluTy uWHQopmauun, npeacrtaBneHHon B Buae
NHPOPMATMBHbIX 3MEKTPUYECKNX CUrHANOB U PU3NYECKMX NOMEN.

20.13. Mepbl No 3awmte MHMPOPMALMOHHOMN CUCTEMBI, €e CPeacTB, CUCTEM CBA3U U
nepegadn [AaHHbIX OOMKHblI obecneuynBaTtb 3awWwMTy WMHGOPMauMM MNpu B3auMOOENCTBUN
MH(POPMALMOHHOM CUCTEMbI UNN ee OTAENbHbIX CErMEHTOB C MHbIMU WH(OPMAaLNOHHBIMK
cucteMamm M MHAPOPMALMOHHO-TENEKOMMYHUKALUNOHHBIMW ~ CETAMM  NOCPEACTBOM
NPUMEHEHNST apXUTEKTYPbl MHPOPMALMOHHON CUCTEMBI, MPOEKTHLIX PELUEHUA NO ee CUcTeme
3awnTbl MHOPMaLUMK, HanpaeneHHbIX Ha obecnevyeHne 3awnTbl MHGPOPMaLUK.

21. Bbolbop Mep 3awmTbl MHOpPMaUMM ONA UX peanu3aumm B MHGOPMaLMOHHON
CMCTEME B paMKax ee CUCTEMbI 3aLnTbl MHGPOPMaLMK BKITHOYAET:

onpegeneHve 6asoBoro Habopa Mep 3aWMTbl MHPOPMALMM ANA YCTaHOBIEHHOrO
Knacca 3awmLeHHOCTN MHPOPMAaLNOHHOM CUCTEMbI B COOTBETCTBUM C 6a3oBbiMM Habopamum
Mep 3awmTbl MHopMaLmn, NpuBeAeHHbIMKU B npunoxeHun N 2 kK HacTosawmm TpeboBaHusam;

ajantaunio  GaszoBoro Habopa Mep 3awuMTbl  UMHOPMAUUM  MNPUMEHUTENBHO K
CTPYKTYPHO-(PYHKLNOHAMNBbHbIM XapakTepucTumkam MHopMaLNOHHOM CUCTEMB,
NHPOPMALMOHHBIM  TEXHONOIMAM, OCOBEHHOCTSAM  (PYHKUMOHMPOBAHUSA MHGOPMaLMOHHON
cuCcTeMbl (B TOM Yucne npegycmaTpmBaroLLyo UcknovyeHme n3 6asoBoro Habopa mep 3awmThl
NHopmauun mep, HeNnoCpPeacTBEHHO CBSA3AHHbIX C MHAOPMAaLUMOHHLIMU TEXHOMOMUAMU, He
NUCNonb3yemMbIMM B MH(POPMAUMOHHOW CcUCTEME, WU  CTPYKTYPHO-(PYHKLMOHAIbHBIMN
XapakTepucTMkamMm, He CBOMCTBEHHbIMWN MHCPOPMALIMOHHOM CUCTEME);

yTOYHEeHVWe aganTupoBaHHOro 6a3oBoro Habopa mep 3awWuTbl MHOPMALMK C YHETOM
He BblOpaHHbIX paHee Mep 3aluTbl MHOPMAaUUK, NPUBEAEHHbIX B npunoxeHun N 2 K
HacTosawmMm TpeboBaHWsM, B pesyrnbraTte 4Yero onpenensiTca Mepbl 3awmTbl MHopMaumm,
obecneuymBatoLlme 6rniokmpoBaHue (HEWTpanmM3aumo) Bcex yrpo3 6e3onacHoCTn nHopmMaumm,
BKIMIOYEHHbIX B MOAenb yrpo3 6e3onacHoCTn NHopmMauuu;

AOMOMHEHME YTOYHEHHOro ajanTupoBaHHOro 6GaszoBoro Habopa Mep 3awwuTbl
WHpopmauum  mMepamn, obecneymBarMMn  BbiNONHEHWe TpeboBaHMW O  3awuTe
MHopMaLUnn, YCTaHOBMEHHBIMA MHbIMWM HOPMAaTMBHbIMW MPaBOBbIMM akTaMu B obnacTtu
3aWwnTbl MHOPMaLUMK, B TOM Yncrie B 06nacTu 3almTbl NepPCOHarnbHbIX JaHHbIX.

Ona Bbibopa Mep 3awntbl uHGOpPMauMm AOns  COOTBETCTBYHOLLEro  Knacca
3aLNLLEHHOCTU  MH(OPMALMOHHON CUCTEMbI MNPUMEHSAIOTCA MEeTOAMYEecKme [OOKYMEHTHI,
pa3paboTaHHble n yTBepxaeHHble PCTIK Poccun B COOTBETCTBUM C MOANYHKTOM 4 nyHKTa 8
MonoxeHns o depepanbHOn cnyxbe MO TEXHUYECKOMY W  3IKCMOPTHOMY KOHTPOSIO,
yTBEepXaeHHoro Ykasowm lNpesngeHTta Poccunckon ®egepaumm ot 16 asrycta 2004 r. N 1085.

22. B vH(MpopMaLMOHHOM CUCTEME COOTBETCTBYHOLLErO Krnacca 3alMLLeHHOCTU B
pamkax ee CUCTeMbl 3awWuTbl MHPOPMaUMM LOMKHbI ObiTb peann3oBaHbl Mepbl 3aluThbl
WHpopMaunKn, BblOpaHHbIE B COOTBETCTBUM C MNyHKTOM 21 Hactosawmx TpeboBaHun u
obecneymBatoLme 6rokMpoBaHne (HenTpanuaauunio) Bcex yrpo3 6e3onacHoOCT MHopmaumn.

Mpn aToM B MHMOPMALMOHHON CUCTEME OOSMKEH ObiTb, KaKk MUHUMYM, peanun3oBaH
afjanTupoBaHHbIN  Ga3oBbI  Habop Mep 3awuTbl  MHGOPMauuMWM, COOTBETCTBYHOLLMIA
YCTaHOBSIEHHOMY Kraccy 3aLMLeHHOCTU UHPOPMALNOHHOW CUCTEMBI.



23. lpn HEBO3MOXHOCTM peanu3aumm B MHGOPMALMOHHOM CUCTEME B paMKax ee
CUCTEMbI 3alUMTbl MHGOPMaUMM OTAENbHbIX BblOpaHHbIX Mep 3awuTbl UMHGOpMauun Ha
aTanax apgantauuMm 6asoBoro Habopa Mep 3awmTbl MHGOPMaAUMM  UNN  YTOYHEHUS
aganTtupoBaHHoro 6asoBoro Habopa mep 3awuTbl MHpOpMauMm MoryT paspabaTbiBaTbCs
WHble (KOMMEHCMpyoWwme) Mepbl 3awmTbl MHGOpMaumn, obecnevvBalolime afekBaTHoe
BGnokupoBaHue (HenTpanusauuio) yrpo3 6es3onacHoCcTn MHdopmMaLmu.

B atom cnyyae B xoae pa3paboTkm cucteMbl 3amThl MHGPOPMaUMM MHPOPMaLNOHHOWN
CUCTEMbI JOMKHO OblTb NpoBefeHO OOOCHOBaHWE MNPUMEHEHUS KOMMEHCUPYIOLWMX Mep
3aWwnTbl MHopMauMn, a npu aTTeCTaUMOHHBIX WUCMbITAHUSX OLEHEeHa [OCTaTOYHOCTb U
a[lekBaTHOCTb [JaHHbIX KOMMEHCUPYOLWMX Mep Ans 6rnokvpoBaHus (HerWTpanusaumu) yrpos
6e3onacHoOCT nHopMaLnn.

24. Mepbl 3awmnTbl MHGOPMaLMM BbIGUPaKOTCa M peanuaytoTca B MH(OpMaLMOHHON
CUCTEME B paMKax €ee CUCTEMbl 3awuTbl WHopMauum cC yd4eToM Yyrpo3 ©Ge3onacHoCTu
MHpopMaLUUN NPUMEHUTENBHO KO BCeEM OObekTaM M cybbekTam JoCTyna Ha annapaTHOM,
CUCTEMHOM, MPUKIagHOM M CETEBOM YPOBHSAX, B TOM 4uCfe B Cpede BupTyanusauum u
00naYHbIX BbIYUCNEHNNA.

25. BblbpaHHble U peanun3oBaHHble B WMHMOPMAUMOHHOW CUCTEME B paMKax ee
CUCTEMbI 3aLUTbl MHOPMaLMN Mepbl 3aLLMTbl MHopMaLUnn JOMKHLI 0becneynBaThb:

B MH(MOPMaUMOHHBIX cuctemMax 1 Kkrnacca 3alUWEHHOCTM - HenTpanu3auuio
(bnoknpoBaHue) yrpoa 6e3onacHoOCTM MHOopMaLMn, CBA3AHHbLIX C 4ENCTBUSIMU HapyLUUTENS C
BbICOKMM MOTEHLUMANom;

B MH(MOPMALMOHHbLIX cUcTemMax 2 Kracca 3awWueHHOCTU - HeuTpanusauuio
(6nokupoBaHue) yrpo3 6e3onacHOCTU MHGOPMaLMK, CBSA3AHHbIX C 4ENCTBUAMM HapyLumMTens ¢
NOTEeHUNanoM He HUXe CpeaHero;

B MHOPMALMOHHbIX cucteMax 3 M 4 KNaccoB 3alMLEHHOCTU - HenTpanusauuto
(bnoknpoBaHue) yrpo3 6e3onacHoOCTM MHpopMaLMn, CBA3AHHbLIX C 4ENCTBUSIMU HapyLUUTENS C
HW3KMM MOTEHLNANOM.

[MoTeHunan HapywuTens onpegensetcs B XO4e OUEHKM €ero BO3MOXHOCTEW,
NpoBOAUMOM MNpu onpeaeneHMn yrpo3 ©6e3onacHoCTU MHGOpMaumMmM B COOTBETCTBUM C
nyHkToM 14.3 HacToawmx TpeboBaHmiA.

OnepatopoM MOXeT ObITb MPUHATO peLleHne O MNPUMEHEHUN B MHGOPMAaLMOHHON
CUCTEME COOTBETCTBYIOLLEro Kracca 3alMWEeHHOCTM Mep 3awuTbl  MHOopMauumu,
obecneuvBalWnxX 3awmTy OT yrpo3 6esonacHocTM umHGOpPMaumu, peanuayemblxX
HapyLwwmTenem ¢ 6onee BbICOKUM MOTEHLMANOM.

26. TexHuyeckMe Mepbl 3aWmTbl  MHGOPMaUMM  peanusyloTcs  NocpencTBOM
NPUMEHEHNs CPeACTB  3aWuTbl  MHOPMauuK, UMeLWMX Heobxoaumble — QOYHKUUK
6esonacHocTw.

B atom cnyyae B MH(poOpMauMOHHLIX cuctemax 1 M 2 Knacca 3alULEeHHOCTU
NPUMEHSIOTCS:

CpencTBa BblMUCIUTENBHOM TEXHUKN HE HWXKe S Knacca;

CUCTEMbI OBOHapyXXeHWUs BTOPXXEHMM U CpeacTBa aHTMBMPYCHOW 3alUuThbl He Huxe 4
Knacca;

MeXCeTeBble 3KpaHbl HE HWXXe 3 Knacca B crnydae B3avMoaenctsnst MHopMaLnoHHOM
CUCTEMbl C  WH(MOPMAUNOHHO-TENEKOMMYHUKALUMOHHBIMKU  CETAMM  MeXAyHapoOHOro
MHpopmaunoHHoro obmMeHa U He Hwke 4 Knacca B Clnyyae OTCYTCTBUS B3aMMOLENCTBUS
WH(POPMALUMOHHON  CUCTEMbI  C  MH(OPMALNOHHO-TENEKOMMYHUKAUMOHHBIMU  CETAMM
MeXAyHapOAHOro MHAOpMaLMOHHOTO 0BMeHa.

B MHpopmMauMOHHbIX cucTteMax 3 Knacca 3aluiueHHOCTU NPUMEHSIOTCA:

CpencTBa BblMUCIUTENBHOM TEXHUKN HE HWXKE S Knacca;

CUCTEMbl ODHapY>XEHUs1 BTOPXKEHUWA M CPEACTBa aHTUBUPYCHOW 3alUnMTbl HE HUXe 4



Knacca B cCnyyYyae B3aMMOOEWCTBUS WHMOPMAaUMOHHON cUcTeMbl C MHGOPMALMOHHO-
TeNeKOMMYHUKAUNOHHBIMW CETAMU MEXAyHapOoAHOro MHPOPMaLMOHHOIO obMeHa U He Huxe
5 «knacca B crnydae OTCYTCTBMA B3auMOAENCTBUA UHAOPMALNOHHOM CUCTEMBbI C
NHPOPMALMOHHO-TENEKOMMYHUKAUMOHHBIMU  CETAMU  MEXOYHapoaHOro MHMOPMaLNOHHOIo
obmeHa;

MeXCeTeBble 3KpaHbl He HWKe 3 Kfacca B Crlyyae B3aumonenctems MHOpMaLoOHHON
cucteMbl € MHGOPMALMOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMU  MEXAYyHapOAHOro
MHPOPMALIMOHHOTO OOMEeHa M He Huxe 4 Knacca B cnyyae OTCYTCTBUSI B3aMMOLEWNCTBUS
WHPOPMALMOHHON  CUCTEMbI C  MHAOPMAUVNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMMU
MeXAyHapOAHOro MHPOPMaLNOHHOTO OBMeHa.

B nHdopmaumnoHHbIX cuctemax 4 knacca 3awueHHOCTU NPUMEHSIKOTCS:

CpencTBa BblMUCIUTENBHOM TEXHUKN HE HWXe S Knacca;

CUCTEMbI OOHapyXXeHWUs BTOPXXEHUM U CPpeacTBa aHTMBUPYCHOM 3alUMTbl HE HUxXe 5
Knacca;

MeXceTeBble 3KpaHbl He HWxXe 4 knacca.

B nHdopmaLmMOHHbIX cnctemax 1 n 2 Knaccos 3aluLLEeHHOCTU NPUMEHSIOTCA cpeacTsa
3awnTbl MHpopMauuKn, nporpammMmHoe obecneyeHne KOTopbiX MPOLLIO NMPOBEPKY HE HMXKE YeMm
No 4 YPOBHIO KOHTPOMS OTCYTCTBUS HeeKNnapnpoBaHHbIX BO3MOXHOCTEN.

27. B cnyyae o6paboTtkn B MH(OPMALMOHHON cUCTEME WMHpopMauun, coaepxalien
nepcoHarnbHble [aHHble, peanu3yemMble B COOTBETCTBUM C MNyHKTamu 21 U 22 HacToAWwMX
TpeboBaHWi Mepbl 3aLWUTbl MHGPOPMaLUK:

Ans MHdopmauMoHHOM cucTeMbl 1 Knacca 3awuuweHHocTn obecnednsatot 1, 2, 3 n 4
YPOBHM 3aLUNLLIEHHOCTU NEePCOHasrbHbIX AaHHbIX (1);

AN MHPOPMaLUMOHHON CUCTEMBbI 2 Knacca 3alumuieHHocTn obecneuvmBaroT 2, 3 1 4
YPOBHM 3aLUNLLEHHOCTU NEPCOHAsbHbIX AAaHHbIX;

Ansa MHOpPMaLMOHHOM cuUCTeEMbl 3 Knacca 3aluweHHoctTn obecrneuvmBatoT 3 n 4
YPOBHM 3aLUNLLEHHOCTU NEPCOHasTbHbIX AAHHbIX;

AN MHPOPMaLMOHHOM cUCTEMbI 4 Knacca 3almueHHOCTH, obecneunBatoT 4 ypoBEHb
3aLlMLLEHHOCTN NEePCOHanbHbIX JaHHbIX™.

28. lpn wncnonb3oBaHMM B MHMOPMALUMOHHBIX CUCTEMAX HOBbIX WMHAOPMAaLMOHHBLIX
TEXHOSOrMIN U BbISIBNEHNN SOMOMHUTENBHbIX Yrpo3 6e30MacHOCTN MHAOPMaLMK, A4S KOTOPbIX
He onpeaerneHbl Mepbl 3awWnTbl MHPOPMaLUN, OOMKHbI pa3pabaTbiBaTbCAa KOMMNEHCUpYoLne
Mepbl B COOTBETCTBMM C MYHKTOM 23 HacToswmx TpeboBaHui.

(1) YcraHaBnuBaeTcsi B COOTBETCTBUM C TpeboBaHMsMM K 3aluMTe MNEpPCOHarbHbIX
AaHHBIX NpU MX 06paboTke B MHGPOPMALMOHHBLIX CUCTEMAaxX MNEepCcOHanbHbIX AaHHbIX,
yTBEPXKOEHHbIMU nocTaHoBreHnem [lpaButenbctBa Poccunckon ®epepaumm ot 1 Hos0ps
2012 r. N 1119.

MpunoxeHue N 1

K TpeboBaHusm o 3awmTe nHopmauum,

He coCTaBnsALWen rocyaapCTBEHHYHO TanHy,
coaepxalencs B rocyaapCTBEeHHbIX
MH(OPMaLIMOHHbLIX CUCTEMaX

OnpepgeneHune Knacca 3awuweHHOCTU MH(POPMALIMOHHOM CUCTEMBI

1. Knacc 3awuueHHoOCTM MHpopMaumMoHHON cucTtembl (nepsbit knacc (K1), BTopon



knacc (K2), tpetun knacc (K3), 4yetBepthin knacc (K4)) onpegenserca B 3aBUCUMOCTU OT
YPOBHS 3HaummoctTn uHdopmaumm (Y3), obpabatbiBaemMon B 3TOM WHAOPMALVNOHHOM
cucteme, M macwTaba MHGPOPMaAUMOHHOM cUCTeMbl (dbeaeparnbHbl, pPerMoHarnbHbIN,
00BbEeKTOBbIN).

Knacc 3awmweHHocTu (K) = [ypoBeHb 3Ha4UMMOCTN MHpopMauumn; MmacuTab cuctemel].

2. YpOBEHb 3HAYNMOCTUN MHGOPMaLMK OnpeaensieTca CTeneHbld BO3MOXHOIO yulepba
ans  obnagatens uMHgopMauuMu  (3akasumka) W (Mnu) onepatopa OT  HapyLlleHus
KOH(MAEeHUManbHOCTM  (HenpaBOMEpPHble OOCTYM, KOMMpoBaHWe, npeaocTaBrneHve  Wnu
pacnpocTpaHeHne), LernocTHOCTU (HenpaBoOMEpPHbIE YHUYTOXEHWE unv mMogmduumpoBaHue)
UM AOCTYNHOCTM (HenpaBomMepHoe 6roknpoBaHmne) nHpopmaumn.

Y3 = [(koH(bmnaeHUmManbHOCTb, cTeneHb yuepba) (LenocTHOCTb, CTENEHb yLepba)
(@ocTynHoCTb, cTeneHb yuepba)],

rAe cTeneHb BO3MOXHOrO yulepba onpegenserca obnagatenem uHgopmauum
(3akasdmkom) 1 (M) onepaTtopoM CaMOCTOATENbHO 3KCMEPTHLIM UM WHBbIMKM MEeTodamMu n
MOXeET ObITb:

BbICOKOM, €Cnu B pesynbrate HapyleHuss OOHOro U3 CBOWCTB ©e3onacHoCTH
MHopMaLmnn (koHPMAaeHUMansHOCTH, LEeNOCTHOCTH, AOCTYMNHOCTW) BO3MOXHbI
CYLLIECTBEHHbIE HeraTuBHbIE MOCNEACTBUA B COUMArbHOW, MOMUTUYECKOW, MEeXOYyHapPOAHOMN,
9KOHOMMYECKON, (PUHAHCOBOW UMM NHbIX 0BnacTsax AeaTenbHOCTU 1 (Mnn) HopMaUnoHHas
cuctema u (unm) onepartop (obnagatens MHGOPMaLMM) HE MOTYT BbINOMHATL BO3MNOXEHHbIE
Ha HUX (PYHKLUUWK;

cpegHen, ecnu B pesynbrate  HapylweHus OOHOro K3 CBOWCTB  6e3omnacHoOCTU
MHopMaumnn (KoHpUOeHUNanbHOCTU, LUENOCTHOCTU, OOCTYNHOCTU) BO3MOXHbl YMEpEeHHble
HeraTUBHblE NOCNELCTBUS B coLManbHOM, NOMUTUYECKON, MEXOYHAPOLHOW, 3KOHOMMUYECKOMN,
hUHAHCOBOW UMK MHbIX 0B6NAacTaX AeATENbHOCTU U (MNKN) MHPOPMaLMOHHasa cuctema u (Mnu)
onepatop (obnagarens MHdOpMaLMmM) HE MOTYT BbINOMNHATL XOTA Obl O4HY M3 BO3MOXEHHbIX
Ha HUX (PYHKLUURA;

HU3KOW, €ecnun B pesynbraTe HapylweHus OdHOro U3 CBOMCTB ©e3onacHoCTH
MHopMaLmnn (koHPMAaeHUMansHOCTH, LEeNOCTHOCTH, AOCTYMNHOCTW) BO3MOXHbI
He3HauuTeNbHble HeraTMBHbIE NOCNEACTBUS B COLMAnbHOM, NONUTUYECKOW, MeXayHapoaHON,
9KOHOMMYECKON, (PUHAHCOBOW UMM NHbIX 0BnacTsax AeaTenbHOCTU 1 (Mnn) HopMaUnoHHas
cuctema u (unm) onepartop (obnagatens MHGOPMaLMM) MOTYT BbIMOMHATL BO3SOXEHHbIE Ha
HUX (PYHKUMM C HeaoCcTaToOuHOW 3(PMEKTUBHOCTLIO WUNKN BbINOMHEHME (YHKUMIA BO3MOXHO
TOSbKO C NpUBIIeYEHNEM OMNOMHUTENbHbBIX CUIT U CPEACTB.

MHdopMaums meeT BbICOKMIA YpOoBeEHb 3HaunmocTn (Y3 1), ecnu xots 6bl Ang ogHOro
13 cBONCTB Be30MacHOCTN MHOopMaLMK (KOHPUAEHUNANbLHOCTH, LEeNOCTHOCTU, OCTYMHOCTH)
onpegeneHa Bbicokasa cTeneHb yuwepba. MHdopmauma nmeer cpeaHnin ypoBeHb 3HaYMMOCTU
(Y3 2), ecnn xota ©Obl gna opgHOrO K3 CBOMCTB 0©e3onacHOCTUM  MHpopMaumnm
(koHMOEHUManNbLHOCTKN, LENOCTHOCTM, AOCTYNHOCTN) onpeferneHa cpeqHasa crteneHb yuiepba
MW HET HW OAOHOro CBOWCTBA, ANA KOTOPOro onpedeneHa BbicOKas cTeneHb yuepba.
MHpopmMaums uvmeeT HU3KMA ypoBeHb 3Hadumoctn (Y3 3), ecnu Ans BCeX CBOWCTB
6esonacHOCTM  WMHopMaumm  (KOHPUAEHUNANBbHOCTW,  LIENOCTHOCTW,  OOCTYMNHOCTW)
onpegeneHbl HU3KNe cteneHu yuepba.

MHpopmaumsa nmeetr MMHMManbHbi ypoBeHb 3HaunmocTu (Y3 4), ecnu obnagatenem
MHpopmaunn (3akasymkom) u (UnNn) onepaTtopom creneHb yuiepba OT HapylleHUs CBOWCTB
Be3onacHOCTN MHOPMaLMK (KOHUOEHUNANLHOCTN, LEeNOCTHOCTU, OOCTYNHOCTN) HE MOXET



OblTb onpegerneHa, HO Npu 3TOM MHOpMaUMsa MNOANEXUT 3almuTe B COOTBETCTBUM C
3akoHopgatenncTBoM Poccuiickon ®egepaunu.

Mpn obpaboTke B mMHGOpPMaUMOHHOM cucTteme AOByX M 6Gonee BMOOB WMHopmauun
(cnyxebHasi TaWHa, HarnoroBas TaHa W WHble YCTAHOBMEHHbIE 3aKOHOL4ATENbCTBOM
Poccuinckon ®egepaumm Buasbl MHOpMauumM orpaHUYeHHOro JocTyna) ypoBeHb 3HaYNMMOCTH
nHpopmauun (Y3) onpenenatcs OTAENbHO ANA Kaxaoro Buaa wvHdopmaumn. UTorosbin
YPOBEHb 3HA4YMMOCTU WHopmauun, obpabatbiBaeMon B WHPOPMALMOHHON CUCTEME,
yCTaHaBNMBAETCA MO HAMBbLICLLUMM 3HAYEHUSIM CTEMEHN BO3MOXHOrO yulepba, onpeaeneHHbIM
ANna  KOHpmMAeHUnanbHOCTN, LENOCTHOCTU, [AOCTYMHOCTU WHGOpMauMM Kaxaoro Buaa
MHG OopMaLunK.

3. WHdopmaunoHHaa cuctema uMeeT denepanbHbii  MacwTtab, ecnu  OHa
dyHKUMOHMPYET Ha TeppuTtopumn Poccuickon ®egepauunn (B npegenax deaepanbHOro okpyra)
N nmeeT cerMeHTbl B cybbektax Poccunckon degepaumm, MyHuumnanbHbiX 06pa3oBaHNAX U
(vnn) opraHmsauusXx.

MHdpopmaumoHHaas cuctema UMMeeT  perrmoHanbHbii  MacwTab, ecnv  oHa
dyHKUMOHNPYET Ha Tepputopumn cybbekta Poccunckon depepaumm n MUMEET CErMeHTbl B
OOHOM MM HECKOMbKNX MYHUUMNArnbHbIX 06pa3oBaHusaX 1 (Mnn) NogBeAOMCTBEHHBIX U UHbIX
opraHusaumsx.

MHdopmaumoHHaa cuctema nmeet ob6bekToBbIN MacwTad, ecrnv oHa (PyHKUMOHMPYET
Ha oObekTax ogHoro doefepanbHOro oOpraHa rocygapCTBEHHOM  BracTW, opraHa
rocygapcTBeHHon Bnactu cybbekta Poccuiickon ®egepaumm, MyHMUMnanbHoOro obpasoBaHms
n (unn) opraHMs3auMnm ”n He UMeeT CErMeHToOB B TeppuTopuarnbHbIX — OpraHax,
npeactaBuTeNbCTBaxX, omunuanax, NnoaBegoOMCTBEHHbBIX U MHbIX OpraHu3aumnsXx.

4. Knacc 3aluieHHOCTM NHOPMaLMOHHON CUCTEMbI ONpeaenseTca B COOTBETCTBUN C
Tabnuuen:

YpoBeHb 3HaYNMOCTH MacwTtab nHdpopmMaumOHHON CUCTEMbI
MHopMaLn denepanbHbIn PernoHanbHbIn OGBLEKTOBBIN
Y3 1 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3
Y34 K3 K3 K4

MpunoxeHue N 2

K TpeboBaHusiM 0 3awmTe nHopmauum,

He coCTaBnsoLWen rocyaapCTBEHHYO TanHy,
cogepXxawencs B rocyaapCTBeHHbIX
MH(OPMALIMOHHBLIX CUCTEMAX

CocTaB
Mep 3awmuTbl MH¢popmaLuum n nx 6asoBble Habopbl ANA COOTBETCTBYHOLEro Knacca
3aWMLLEHHOCTU NH(POPMALMOHHON CUCTEMbI

YcnoBHoe Mepbl 3alWnThbl MHpopMaLumn B Knaccbl 3aluLLeHHOCTH
o60o3HayeH MHGOPMAaLMOHHBIX CUCTEMAaXxX NHGOPMAaLIMOHHON CUCTEMBI
meun 4 3 2 1
HOMEp
Mepbl

I. UaeHTudukaums n ayteHTndunkaums cyobektoB goctyna n obbektoB goctyna (MAD)




NAD.1

NoeHTndpukaums 7] ayTeHTudurKaumsa
nonb3oBaTenen, gasngalWMXCA  paboTHMKaMu
oneparopa

NAD.2

NoeHTndpukauma n ayteHTudmkaums yCTponucCTB,
B TOM u4ucCrie CTauuMoHapHbIX, MOBUITbHBLIX W
NOPTaTUBHbIX

NAD.3

YnpaBneHue uaeHTudukatopamu, B TOM 4ucne
cos3faaHue, NpUCBOEHME, YHUYTOXEHNE
NOEHTUNKATOPOB

NAD.4

YnpaBneHue cpeactBamu ayTteHTuduKauuun, B
TOM Yucne xpaHeHue, Bblgadva, MHMUManuaaums,
GnoknpoBaHne CpeacTB ayTeHTUdukaumm u
NpUHATME Mep B crnydyae yTpatbl U (Mnu)
KOMNpoMeTaunn cpeacTB ayTeHTudukaumm

NAD.5

3awuTa obpartHon CBA3N npu BBOAE
ayTeHTU(PMKaALUNOHHOW MHGopMaLmu

NAD.6

NoeHTndpukaumsa " ayTeHTudukaums
nonb3oBaTenen, He SABNSAKOLINXCA paboTHMKaMu
onepaTopa (BHELLUHMX NoNnb3oBaTenen)

NAD.7

NaeHTndurkauma n ayteHTudumkaums oObekToB
drannoson CUCTEMBI, 3arnyckaembix n
MCNOMNHAEMbIX  Mopgynen, OOBLEKTOB CUCTEM
ynpaeneHna  6asamMum  OaHHbIX, OOBLEKTOB,
co3gaBaeMblX NpuKNagHbiM U cneunanbHbIM
nporpaMmmHbIM obecnevyeHnem, UHbIX OOBLEKTOB
goctyna

. YnpaBneHue goctynom cybbekToB goctyna k oobektam goctyna (Y1)

yrna.1

YnpasneHune (3aBepneHve, aKTuBauus,
OGNoKMpoBaHME U  YHUYTOXEHWUE)  YYETHLIMU
3anucamu  nonb3oBaTtenen, B TOM  4ucne
BHELLHNX NOSib30BaTenemn

+

+

+

yrna.2

Peanunsauyusa HeobXxoanMbIX MeToaoB
(BNCKPEUMNOHHBIN, MaHOATHbIA, pPOMeBON WK
WHOW  MeTod), TWUMNOB  (Y4TeHue,  3anuch,
BbINOMIHEHWE WM MHOM  TUN) W NpaBun
pasrpaHn4eHuns goctyna

yna.3

Ynpaenenune (punetpauus, MapLlupyTusaums,
KOHTPOmNb  COeAMHEHUW,  OJHOHanpaBrieHHas
nepegada M UWHble CMocobbl  ynpaBreHus)
MHOPMaLNOHHBIMMN noTokamm mMexay
YyCTPOMUCTBaMU, CerMeHTamMmm WHPOPMaLNOHHOMN
CUCTEMBI, @ Takke Mexay WH(pOpMaUNOHHBbIMK
cuctemamu

yrna.4

Paspenenwne NOSTHOMOYUN (ponen),
agMUHUCTPATOPOB W  nuy, obecneyvymBaroLLnx
dYHKUMOHMPOBaHNE NHAPOPMALIMOHHON CUCTEMbI

yrna.s

HasHayeHne MUHMManbHO HeobxoauUMbIX Npae u
NpuBUNeErnin Nonb3oBaTensam, agMUHUCTpPaTopam
n nuuam, obecrneynsaoWnM pyHKLMOHUPOBaHNE




MHOPMALMOHHOW CUCTEMBI

Yria.e OrpaHnyeHne HeycnewHbIX MOoMnbITOK Bxoda B +
WHOPMALMOHHYKD  cUCcTeMy  (gocTtyna K
MHOPMALIMOHHON CUCTEME)

yna.7 MpepynpexaeHne nonb3oBaTend npu ero BXoae
B WHAOPMALMOHHYO CUCTEMY O TOM, 4TO B
MHGOPMAaLMOHHON CUCTEME peann3oBaHbl Mepbl
3awmnTbl MHGoOpMauMmM, M O HeobxoaumocTu
cobnogeHnss MM YCTaHOBMEHHbIX OMnepaTtopoMm
npaBun o6paboTkn nHdopmaumm

yna.s OnoselleHne nonb3oBaTens nocre YcnewHoro
BXoda B WH(MOPMALMOHHYIO CUCTEMY O e€ro
npegbliaywiem Bxoge B UHAPOPMALMOHHYHO
cucTemy

yra.o OrpaHnyeHne uyucna napannenbHbIX CeaHCoB
goctyna AN Kaxgow — y4eTHOW  3anucu
nosib3oBartenst MHPOPMaLMOHHON CUCTEMBI

yrna.10 brnioknposaHue ceaHca aocrtyna B
MHPOPMALIMOHHYHO cuctemy nocne
YCTaHOBIIEHHOTO BpEMEHU GesnencTems
(HeakTMBHOCTK) nonb3oBaTenss uAM Mo ero
3anpocy

yrna. 1 PaspelueHune (3anper) OEencTBumn +
nonb3oBaTenen, pa3peLleHHbIX Ao
naeHTudmKaumm n ayteHTndukaumum

yra.12 Mopaepxka n cCOoXpaHeHue aTpubyTtoB
6esonacHoCTU (meTokK GesonacHoCTH),

CBSA3aHHbIX C MHQOpMauuen B npouecce ee
XpaHeHns n 06paboTkm

yna.13 Peanusauus 3alimleHHOro yaaneHHoro gocrtyna +
CyObeKTOB AocTyna kK obbekTam gocTyna yepes
BHELUHNe NHPOPMaLIMOHHO-
TeNeKOMMYHUKALMOHHbIE CETU

yna.14 PernameHTauusi U KOHTPONb WCMNOSb30BaHUA B +
MHGOPMaLMOHHOM cucteme TEXHOSTOMMN
©ecnpoBOAHOro gocTyna

yrna.15 PernameHTaums n KOHTPOSib MCMNOSIb30BaHUS B +

MHJOPMaLIMOHHOM cucrteme MOOUNbHbBIX
TEXHUYECKNX CpeacTB
YMNAa.16 | YnpaeneHnue B3anMOOeNCcTBNEM c +

MHPOPMALIMOHHBIMKM ~ CUCTEMAMU  CTOPOHHUX
opraHu3aumm  (BHEWHWe  MH(OPMALMOHHbIE
cucTembl)

YMA.17 | ObecneyeHne [OOBEPEHHOW 3arpys3kn CpeacTts
BbIYUCITUTENBHON TEXHUKMN

[ll. OrpaHnyeHune nporpammHon cpegbl (OINC)

orc.1 YnpasneHue 3anyckom (obpaweHnamn)
KOMMOHEHTOB MporpaMMHOro obecnevyeHus, B
TOM  yucne  onpegeneHne  3anyckaembixX




KOMMNOHEHTOB, HaCTpOIZKa napamMeTpoB 3allyCka
KOMMNOHEHTOB, KOHTPOIb 3a 3arnyckom
KOMMNOHEHTOB MnporpamMmmMmHoro obecneyeHus

Oornc.2 YnpasneHue yCTaHOBKOW (nHCTannaunen)
KOMMOHEHTOB nNporpammMmHoro obecneyeHusi, B
TOM  4yucne  onpegeneHve  KOMMOHEHTOB,
noanexatlumx ycTaHoOBKe, HacTpowka napaMeTpoB

YCT@HOBKM KOMIMOHEHTOB, KOHTPOIb 3a
yCTaHOBKOW KOMMOHEHTOB NPOrpaMmMHOro
obecneveHus

Oornc.3 YcTaHoBKa (MHCTanNAuus) TONbKO paspeLLleHHOro + +

K MCMOMb30BaHUIO NPOrpaMMHOro obecneyeHms m
(1nin) ero KOMNOHEHTOB

ornc.4 YnpaBneHne BpeMeHHbIMW pannamm, B TOM
yucne 3anpeT, paspelleHue, nepeHanpasrneHue
3anucu, yganeHne BpeMeHHbIX (pansios

IV. 3awmTta MawmHHbIX HocuTenen nHcopmauum (3HW)

3HN.1 Y4YeT MalnHHbLIX HocuTeneun nHgopmaumm + +
3HN.2 YnpasneHue OCTYNOM K MalMHHLIM HOCUTENAM + +
MHopMaLnn

3HN.3 KoHTponb nepemeLLieHna MalluMHHbIX HOocUTeneun
WHpopMauMM 3a npedenbl  KOHTPONMpyemown

30HbI
3HN.4 UckntodeHue BO3MOXXHOCTM
HEeCaHKLMOHMPOBAHHOIO O3HaKkoMmeHud o}

coaepxaHneMm UWHdopmaunm, XpaHsilencss Ha
MaLUMHHbIX HOCUTENsX, U (UNKU) MCNONb30BaHUS
HocuTenen nHdopMaLum B WHbIX
MHAOPMAaUMOHHbIX CcUCTEMAX

3HN.5 KoHTponb ucnonb3oBaHUA UHTeEpencoB BBoOA
(BbIBOAA) MHpOPMALMKN HA MALUMHHbBIE HOCUTENN
MHd opMaLnK

3HWN.6 KoHTponb BBOAa (BblBOAA) WHQoOpmauun Ha
MaLLWHHbIE HOCUTENW MHopMaLun

3HN.7 KoHTponb Nogkmnto4YeHUs MaluMHHbIX HOcUTeneun
MHdopMaLnm
3HN.8 YHU4TOXEHNE (CTUpaHuWe) WHdopMaumm Ha + +

MaLUMHHBIX HOCUTENSX MPU UX nepedade Mexay
nonb3oBaTensiMM, B CTOPOHHME OpraHu3auun
ANst  PeMOoHTa WNu  yTunusauun, a Takke
KOHTPOSb YHUYTOXEHUS (CTMpaHus)

V. Pernctpaums cobbitum 6esonacHoctu (PCB)

PCB.1 Onpenenexune cobbITUn ©e3onacHocTy, + +
noanexawimx perncTpaumm, u CPOKOB  UX
XpaHeHus

PCBE.2 OnpepenexHue cocTaBa n coaepxaHus + +

nHopMauum o  cobbiTusx  BesonacHocTw,
nognexalmx permcrpaunm

PCB.3 Cbop, 3anucb W XxpaHeHne wuHdopMauum o + +




cobbITUAX GesonacHocTu B TEYEHUN
YCTAHOBJ/IEHHOIO BPEMEHUN XpPaHEHWs

PCbB.4 PearnposaHne Ha cbou npu perncrpaumm + + +
cobbiTMn  Ge3onmacHocTM, B  TOM  4ucne
annapaTtHble M nporpamMmHble owwndku, cbou B
MexaHn3amax cbopa nHdbopmaumm n AOCTUXKEHNE
npegena wnu nepenonHeHns obbema (eMKoCcTu)
namsiTm

PCB.5 MOHUTOPUHI (MPOCMOTP, aHanua) pesynbTaToB + + +
permctpaumm  cobbiTmin ~ GesonacHoCTM MU
pearnpoBaHne Ha HUX

PCBE.6 [eHepupoBaHME BPEMEHHbIX METOK WU (1nn) + + +
CMHXPOHM3aUMsi  CUCTEMHOIO  BpPEMEHM B
MHOPMALIMOHHOW cUcTeMe

PCB. 7 3awuTa NHpopMaLmn o) coObITUAX + + +
©e30nacHoOCTH
PCE. 8 Ob6ecneyeHne BO3MOXHOCTM MpPOCMOTpPa MU

aHanmsa MHpopmMaumm o0 AeNCTBUAX OTAESbHbIX
nosib3oBaTenen B UHPOPMaLIMOHHON CUCTEME

VI. AHTuBMpycHas 3awmTta (AB3)

AB3.1 Peanusaumst aHTUBMPYCHOW 3aLMThl + + +
AB3.2 O6HoBNEHNE 0a3bl JaHHbIX NpPU3HaKoB + + +
BPEAOHOCHbIX KOMMbIOTEPHbIX nporpamMmm
(BnpycoB)

VII. O6HapyxeHue sTopxkeHun (COB)

COB 1 O6HapyXeHne BTOPXXEHU +

COB.2 O6HoBneHne 6asbl pelakoLmx NpaBus +
VIII. KoHTponb (aHanu3) 3awmuweHHocTn nHdopmauum (AH3)

AHS3.1 BbiasneHwue, aHanua YS13BMMOCTEN + +

WHOPMALMOHHON  CUCTEMbI U OnepaTuUBHOE
yCTpaHeHMe BHOBb BbIsIBIIEHHbIX YSA3BUMOCTEN

AH3.2 KoHTponb YyCTaHOBKM obHoBNEHWI + + +
NpOorpamMmMHOro obecneveHus, BKMOYas
obHoBneHne NporpaMmmMHoOro obecneyeHus
CPEeACTB 3aWnTbl MHopMaunm

AH3.3 KoHTponb pabotocnocobHocTv, napameTpoB + +
HaCTPOMKN N NPaBUIbHOCTU (OYHKLIMOHMPOBaHUS
nporpaMmHoro obecneyvyeHnst U cpeacTB 3aWmThbl

MHdopMaLnu

AH3.4 KoHTponb cocTaBa TEXHUYECKMX  CPEOcTB, + +
nporpaMmmHoro obecneyeHns n cpeacTB 3amThbl
MHdopMaLmnn

AH3.5 KoHTponb npasun reHepauum U CMeHbl naponen + +

nonb3oBaTenen, 3aBedeHUs U ydaneHus
YYeTHbIX 3anucen nosib3oBaTenen, peannsaumm
npaBun pasrpaHUyYeHns OOCTYNOM, MONTHOMOYUN
nosib3oBaTenen B UHPOPMaLIMOHHON CUCTEME

IX. ObecneyeHne LeNOCTHOCTN MHAOPMALMOHHON cnucteMbl 1 Hpopmaummn (OLLIT)

oLuJ1.1 | KoHTponb LLleNOCTHOCTU MPOrpaMMHOro | | |+

+




obecneveHus, BKNto4asa nporpammHoe
obecnevyeHne cpeacTB 3alumTbl MHPOpMaLNn

oun.2

KoHTponb LEenoCTHOCTH NHopmMaunn,
cogepkawencs B DOaszax JAaHHbIX
MHOPMALIMOHHOW CUCTEMbI

oun.3

ObGecneyeHne BO3MOXHOCTM BOCCTAHOBIIEHUSA
NporpaMmmMHoOro obecne4yeHus, BKIOYas
nporpaMmmHoe obecneyeHne CcpeacTs 3awuTbl
MHOpMaLUUKN, NPU BO3HUKHOBEHUM HeLwTaTHbIX
cUTyauunm

oun.4

O6HapyXeHne n pearnpoBaHue Ha NOCTynneHne
B NHPOPMAaLIMOHHYO cuctemy
HesanpalwmBaeMblX 3f1EKTPOHHbIX COOBLEeHNI
(MMcem, OOKYMEHTOB) U MHOM MHGOPMaUUN, He
OTHOCSLLMXCSA K PYHKLNOHNPOBAHNIO
NMHPOPMALMOHHOM CUCTEMBI (3aLMTa OT cnama)

oun.s

KoHTponb cogepxaHus NHJOpMaLnu,
nepegaBaeMon M3 MHMOPMALMOHHOW CUCTEMbI
(KOHTEMHEpPHbIA, OCHOBaHHbIA Ha CBOMWCTBax
obbekTa [OCTyna, M KOHTEHTHbIA, OCHOBaHHbIN
Ha  noucke  3anpelleHHoM K  nepepade
WHOpMaUMM C  UCMOMNb30BaHMEM  CUrHaTyp,
MacoK UM WHbIX MeETOOOB), W WCKIOYEHNe
HenpaBOMepHOM nepefadn uHopMauMm U3
MH(OPMALNOHHON CUCTEMDbI

OL1.6

OrpaHnyeHne npaB nosb3oBaTternied no BBOAY
MHOpMaLnKM B MHPOPMALMOHHYO CUCTEMY

oun. 7

KoHTponb TOYHOCTW, MOMHOTbI U MPaBUIBLHOCTU
AaHHbIX, BBOOAUMbBIX B  MHGOPMALMOHHYIO
cucTemy

oun.s

KoHTpornb owmnboYHbIX AEACTBUIN NOMb30BaTENEN
no BBoAy M (Mnn) nepegade uHoOpMauUMU Wt
npegynpexaeHue nonb3oBaTenen 06
OLLUNBOYHBLIX AENCTBUAX

X. ObecneyeHme goCcTynHOCTM nHdopmal

nn (OOT)

oaTA

Mcnonb3oBaHne 0TKa3oyCTOMYMBBLIX TEXHUYECKUX
CpeacTs

OoAaT.2

PesepBupoBaHne TEXHUYECKNX CcpencTs,
nporpaMmmHoro obecneyeHus, KaHanoB nepegayn
MHpopmauun, cpencTs obecnevyeHus
dPYHKLMOHNPOBAHUS NHPOPMALIMOHHOW CUCTEMDI

OoAaT.3

KoHTponb 6e30TkasHoro  OyHKLUMOHUPOBAHUSA
TEXHUNYECKNX  CpPeacTs, oGHapyxeHune n
nokanusaumsi  OTKasoB  (PYHKLMOHUPOBAHMS,
NPUHATUE Mep NO BOCCTAHOBMEHWUIO OTKa3aBLUUX
CPeLCTB M UX TECTUPOBaHWE

O0T.4

Mepuognyeckoe pe3epBHOe KonupoBaHue
MHOpMaLUMN  Ha  pe3epBHble  MalUWHHbIE
HOCUTENM MHGOPMaLMK




oAT.5

ObecneyeHne BO3MOXHOCTM BOCCTaAHOBMEHUS
nMHpopmauun C  pesepBHbIX MaLUNHHbIX
HocuTenen MHgopmMaunn (pesepBHbIX KOMun) B
TeyeHum YCTaHOBIIEHHOIO BPEMEHHOIo
WHTepBana

OAT.6

Knactepusaumsa WHMOPMaLMOHHOM CUCTEMbI W
(nnn) ee cermeHTOB

oAarT.7

KoHTponb COCTOSIHUS n KayecTBa
NpeaocTaBneHnst  YNOMHOMOYEHHBIM  FIULIOM
BbIMMCNUTENBbHbBIX PECYPCOB (MOLLHOCTEN), B TOM
yucne no nepegaye nHpopmaumm

XI. 3awwmTa cpeabl BupTyanusauum (3CB)

3CB.1

NpeHTudukaums n ayteHTudukaumss cybbektos
poctyna u obbekToB AOCTyna B BUPTyanbHOW
NH(pacTpyKType, B TOM yucne
aZlMUHUCTPATOPOB  YyNpaBneHns  cpeacTsamu
BUpPTYanusauum

+

3CB.2

YnpaeneHne [oOCTynom cyOGbekToB AocTyna K
obbekTam aoctyna B BUPTyanbHON
WHPACTPYKType, B TOM  YUCNe  BHYTpWU
BMPTYanbHbIX MaLLVH

3CB.3

Pernctpauus coObITUM Oe3onacHocTu B
BUPTYanNbHOU NHPPACTPYKTYype

3CB.4

YnpaeneHue (punstpauusi, MapLipyTuM3aums,
KOHTPOINb  COEeAMHEHMUs,  OfHOHanpaBrieHHas
nepegaya) notokamy  UMHQoOpMaUMM  Mexay
KOMIMOHEHTaMN BUPTYyanbHON WHMPACTPYKTYpbI,
a Takke nNo nepumeTpy  BUPTyarbHOW

MHAPACTPYKTYpbI

3CB.5

[loBepeHHas 3arpyska cepBepoB
BUPTyanusauuu, BUPTYyaribHON MaLUUHbI
(koHTenHepa), cepBepoB ynpasneHus
BUpTYanusauunemn

3CB.6

YnpaBneHne nepemMelieHnemM  BUPTYasbHbIX
MaWwwuH (KOHTENHepoB) M obpabaTbiBaeMbiX Ha
HUX OaHHbIX

3CB.7

KoHTponb LeroCTHOCTU BUPTYyasibHOW
MHPPaCTPYKTYPbI N ee KoOHdUrypaumn

3CB.8

PesepBHoe KOnMpoBaHue AaHHbIX,
pe3epBupoBaHME TEXHUYECKUNX cpeacTs,
nporpaMMHoro  obecreyeHusi  BUPTyarnbHOWN
MHPACTPYKTYpbl, a TakkKe KaHanoB CBs3U
BHYTPW BUPTYanbHOW MHPaCTPYKTYpb!

3CB.9

Peanuzaums w©n ynpaBneHue aHTMBUPYCHOW
3aWMTON B BUPTYanbHOW MH(PPACTPYKType

3CB.10

Pa3buneHne BupTyanbHONM WMHMPACTPYKTYpbl Ha
CerMeHTbl  (CEerMeHTUpoBaHME  BUPTYyarbHON
NMHPaCTPYKTYypbl) Ansa obpaboTkm nHdopmauun
oTAenbHbIM Nonb3oBaTenemM n  (Mnn) rpynnou




nonb3oBaTenen | | | |

Xll. Bawmrta TexHnvecknx cpeacts (3TC)

3TC.1 3awura nHdopmMaLuu, obpabatbiBaemon
TEXHUYECKUMUN CpeACcTBaMKM, OT €€ YTEYKU MO
TEXHUYECKUM KaHanam

3TC.2 OpraHusaumsa  KOHTPONMMPYEMOW  30Hbl, B + + + +
npegenax KoOTOPOW MOCTOSAHHO pasMeLLarnTcs
CTaLMOHapHble TeXHU4ecKne cpencTsa,

obpabatbiBalolme WUHGOpMaUuo, U cpeacrea
3awnTbl  MHGOpMauMK, a Takke cpencTsa
obecnevyeHns QyHKLMOHNPOBAHUS

3TC.3 KoHTpornb u ynpasneHne ousanyeckum SOCTYNOM + + + +
K TEXHUYEeCKUM cpeacTsBam, CpeacTBaM 3aluuThbl
MHdopMaLuu, cpeacteam obecneveHus
PYHKUMOHNPOBaHUA, a Takke B MOMELLEHUA U
COOpPYXEHWHA, B KOTOPbIX OHM YCTaAHOBIEHDI,
ncknroYvaroLme HeCaHKLNOHNPOBAaHHbIV
dusnyeckmn gocTtyn K cpegcream o06paboTku
WHdopMaLnK, cpeacTesam 3alnTbl MHOpMauum
n cpegctBaMm obecnevyeHns OyHKLUOHUPOBAHUS
WHOPMALMOHHON CUCTEMbI U MNOMELUEHUS U
COOPYXXEHNSA, B KOTOPbIX OHWN YCTaHOBIEHbI

3TC.4 PasmelleHne ycTponcTB BbiBoAa (0TOBpaXkeHus) + + + +
NHdopMauuu, ncknovarulee ee
HECaHKLMOHNPOBAHHbIA MPOCMOTP

3TC.5 3alwmTa OT BHELLUHMX BO3OEeNCTBUA (BO3AENCTBUMN +
OKpy>KatoLen cpenpbl, HecTabunbHOCTU

3MNeKTPOCHaBXeHNsl,  KOHAMLMOHMPOBAHMS U
MHbIX BHELLHWX (DaKTOpPOB)

Xlll. 3awmta HPOPMaLMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U U Nepeaayn AaHHbIX

(31C)
3nCA1 PaspgeneHne B uWHGOPMAUMOHHON cUCTEME + +
dYHKUMI no ynpasreHunio
(agMUHUCTPUPOBaHUIO) NHOPMAaLIMOHHON

CUCTEMOW, ynpaBneHuw (agMMHUCTPUPOBAHMIO)
CUCTEMOWN 3alMTbl MHOpMauuKn, yHKUMA no
obpaboTtke UHOPMAUUM U  UHBbIX  YHKUMA
MHPOPMALMOHHOMN CUCTEMBI

3nC.2 MpenoTBpalleHne 3ag4epXku WM npepbiBaHNS
BbINOMHEHUS npoLeccoB c BbICOKUM
NMPVYOPUTETOM CO CTOPOHbI NMPOLIECCOB C HU3KUM
NpMOPUTETOM
31C.3 O6ecneveHne  3awuTbl  MHPOpMaumm  OT + + + +

packpbITusi, Mogudukaumm Un  HaBA3bIBAHUSA
(BBOOa NOXHOW MHGOpMauumn) nNpu ee nepenade
(nogrotoBKe K nepegaye) nNo KaHanam CBA3W,
UMELUM BbIXOA 3a npeaenbl KOHTPONMpyeMomn
30Hbl, B TOM u4ucrne 6ecnpoBOAHbLIM KaHanam
CBA3U




3nC.4

Ob6ecneveHne [OBEPEHHbLIX KaHana, MapLipyTa
Mexay aAMWHUCTPaToOpOM, nofb3oBatenemMm wu
cpeacTteamu 3awmTbl UHoOpMaunn (PyHKLUNAMU
©e30nNacHOCTN CPeACTB 3alunTbl UHOPMaLINN)

31C.5

3anper  HeCaHKUMOHMPOBAHHON yaaneHHoun
aKkTuBauuum BuaeoKamep, MUKPOGOHOB U UHbIX
nepudepumnHbIX  YCTPOMUCTB, KOTOpble  MOryT
aKTUBMPOBATbCA yAaneHHO, W  OrnoBeLleHne
nosnb3oBaTenen 06 akTmBauum Taknx yCTPONCTB

31C.6

MNepepaya n KOHTPOMb LIENOCTHOCTU aTpubyToB
BesonacHocTn (meTok BesonacHocTy),
CBA3aHHbLIX C WHpopmaumen, npu obmeHe
NHopMaunen C WHbIMU  MHAOPMALMOHHBIMU
cuctemMamm

3nC.7

KOHTpOJ'Ib CaHKUMOHNPOBAHHOIO N UCKIIHOYEeHne

HeCaHKLUVNOHNPOBAHHOIO NCMoNb30BaHUS
TEXHOMOrM MOBUNBHOTO Koga, B TOM 4uUcre
pervcTpauus coObITUI, CBSI3aHHbIX c

ncnonb3oBaHMEeM TEXHONOrMM MoOUIbHOrO Koaa,
UX aHanmM3 U1 pearMpoBaHME Ha HapyLleHus,
CBsI3aHHble C WCMONb30BaHWEM TEXHONOornmn
MOOUIbHOIO Koaa

31C.8

KOHTpOJ'Ib CaHKUMOHMPOBAHHOIO U WCKIo4YeHne

HeCaHKLMOHNPOBaHHOIO MCNonb3oBaHus
TEXHOMOIMI nepejadn peyn, B TOM 4ucre
perucTpauusi cobbITUN, CBSI3aHHbIX c

MCNONb3oBaHWEM TEXHOMOMMA nepedadn peyu,
WX aHanuM3 W pearMpoBaHMEe Ha HapyLlleHus,
CBsi3aHHblE C WCMONb30BaHWEM  TEXHOSOMUM
nepegaym peuu

31C.9

KoHTpONb CaHKUMOHMPOBAHHOM W UCKIOYEHUE

HEeCaHKLMOHNPOBAHHOWN nepegayn
BMAEOUH(pOpMaLMK, B TOM 4YuCne perucrpauuns
cobbiTun, CBSI3aHHbIX C nepenadven

BMnaeomHdgopmaumm, Ux aHanms n pearmposaHue
Ha HapylweHus, CBsI3aHHble C nepefayen
BNAeoOnHGopmaLnm

3nC.10

MoaTBepXaeHe  NPOUCXOXAEHUS  UCTOYHMKA
nHdopmMaLuu, nosiydaemMomn B  npouecce
onpegerneHns ceTeBbiX aapecoB MO CeTeBbIM
UMeHaM unu onpegeneHns ceTeBblX WMEH Mo
ceTeBbIM agpecam

31C.11

ObecnevyeHne NOASIMHHOCTU ceTeBbIX
coeauHeHun (ceaHCOB B3aMMOOEWCTBUS), B TOM
yucne AOns  3awWwutbl OT MOAMEHbI CETeBbIX
YCTPOWCTB N CEPBUCOB

3nC.12

WckntoueHune BO3MOXHOCTU oTpuUaHNS
nonb3oBaTtenemM dakrta OTnpaBku WHGOpMaLnn
APYromy nosb3oBaTento

3NnC.13

NcknioyeHue BO3MOXHOCTU oTpunLaHnA




nonb3oBaTtenieM gakta nony4yeHus nHopmMauum
OT ApPYroro nosb3oBaTens

3nC.14

Mcnonb3oBaHne  yCTPOMCTB  TEPMMHANbHOMO
goctyna gnsa o6paboTkn nHdopmauum

3nC.15

3awmta  apxuBHbIX  bannos, nNapamMeTpoB
HaCTPOMKM CpPeAcTB 3awuTbl WHGOPMaUUK U
nporpaMmMHoro obecnevyeHnst U NHbIX AaHHbIX, He
noanexatumx N3MEHEHUIO B npouecce
06paboTkn nHpopmaumm

31C.16

BoisBneHne, aHanu3 wn  OnokupoBaHWe B
NHOPMALMOHHON CUCTEME CKPbITbIX KaHanos
nepegaun NHopmauun B obxopn
peann3oBaHHbIX Mep 3alMTbl MHOPMaLUU Unn
BHYTPM pa3peLUeHHbIX CETEBbLIX MPOTOKOSIOB

3nCcC.17

Pa3bveHne WHPOPMALMOHHOM CUCTEMBI Ha
CerMeHTbl (CermMeHTMpoBaHMe UHPOPMaLNOHHOMN
cuctembl) U obecneveHne 3alnTbl NEPUMETPOB
CerMeHToB MUHPOPMALNOHHOW CUCTEMBI

31C.18

O6ecneveHne 3arpysku n NCMOSTHEHNS
nporpaMmHoro obecneyeHns C  MaLUUHHbBIX
HocuTenem WHQOPMaUMK, AOOCTYMHbIX TOMbKO
ANA YTEHUS, U KOHTPOSb LIENTOCTHOCTU OAHHOTrO
nporpaMmmHoro obecneyeHuns

3nC.19

M3onsauma npoueccoB (BbINOMIHEHME NPOrpamMm)
B BblgeneHHon obnactn namatu

31nC.20

3awura BecnpoBoaHbIX COEeUNHEHUN,
NPUMeEHSEMbIX B MHPOPMALIMOHHOM CUCTEME

31nC.21

WckntoyeHune aoctyna nonb3oBaTens K
WHOpMaUnK,  BO3HUKWIEW B  pesynbrarte
AencTBun npegblayliero nornb3oBaTtens 4vepes
peecTpbl, OMepaTtVBHYIO NaMATb, BHELWHUe
3anoMuHaroLme yCTponucTea u nHble obwne ons
nosb3oBaTenen pecypcbl  MHMOPMaLMOHHOMN
cUcTeMbl

31nC.22

3awmra MHPOPMALMOHHON CUCTEMbI OT Yrpo3
B6esonacHOCTU MHGOpPMaLMK, HanpaBfAeHHbIX Ha
oTka3 B obcnyxmBaHMM  MHGPOPMAaLMOHHON
cUcTeMbl

3nC.23

3awmrta nepumetpa (pusmyeckux wn - (Mnwn)
NOrMYECKNX rpaHmLl) MHGPOPMaLMOHHOM CUCTEMBI
npwm ee B3aMMOAENCTBUU C WUHBbIMU
NMHOPMaLNOHHBIMN cucTtemamm n
NHPOPMaALMOHHO-TENEKOMMYHUKaLIMOHHbLIMM
ceTamu

3NnC.24

MpekpalleHne CceTeBblX COEAWHEHUN MO UX
3aBEPLUEHUN UMM MO UCTEYEHUM 3a[aHHOro
onepaTtopomM BPEMEHHOTo WHTepBana
HEeaKTUBHOCTU CETEBOro COeANHEHMS]

3NnC.25

Mcnonb3oBaHne B WMHGOOPMALMOHHOW CUCTEME




uNn  ee  CerMeHTax  pasnu4yHbiX  TUMOB
06LLLECMCTEMHOrO, NPUKMAAHOMO U CNeLMansHOro
NpOrpamMmMHOro obecneyeHus (cospaHwue
reTeporeHHoun cpeapl)

3NnC.26

Wcnonb3oBaHue npuknagHoro v creuuansHoro
nporpamMmmMHoro obecneyeHus, NMeEIoLLMX
BO3MOXHOCTb  (DYHKUMOHMPOBaHUS B cpeaax
pasnn4YHbIX oNnepaLyMoHHbIX CUCTEM

3nC.27

CospaHue (amynsaums) NOXHbIX
NHOPMALNOHHBLIX CUCTEM UIN UX KOMMOHEHTOB,
npeaHasHa4YeHHbIX ans oGHapyxeHus,

perucTpaunmn n aHanusa geNCTBUN HapyLumnTenemn
B npouecce peanusaumm yrpo3 6Ges3onacHoCTH
MHdopMaLnm

3nC.28

BocnpoussegeHne nOXHbIX W (MNKN) CKpbITUE

NCTUHHBIX OTAENbHbIX NHPOPMaLIMOHHbBIX
TEXHOMNOornn n (Mnn) CTPYKTYpPHO-
dPYyHKLMOHANbHbIX XapaKkTepucTumk

NHOPMALNOHHON CUCTEMBbI UMM €€ CEerMeHTOB,
obecneyvBaroLlLlee HaBA3bIBaHWE HapyLUUTENIO
NOXHOro  npeacTtaBneHns 06 UCTUHHBIX
WHPOPMALMOHHBLIX  TEeXHoMorMax u  (Mnu)
CTPYKTYPHO-(PYHKLIMOHAMBHbIX XapakTepucTmkKax
MHOPMALMOHHOW CUCTEMbI

31C.29

[MepeBog WHMOPMAUMOHHOW CUCTEMbI UK ee
YCTPOMUCTB (KOMMNOHEHTOB) B 3apaHee
onpeaeneHHy KOHdpUrypaumtio,
obecrneumBaoLlyo 3aWwMTy UHpOpmMauuun, B
cnyyae BO3HMKHOBEHMM OTKasoB (cboeB) B
cucrteme 3awunThl MHopmMaLnm
MH(OPMALNOHHON CUCTEMDbI

31C.30

3awmta MOOUNbHBIX TEXHWYECKMX CpeacTs,
NPUMeHSEMbIX B UHPOPMALIMOHHON CUCTEME

Mepbl 3awmtbl UMHOpMauun, He 0BO3HAYEHHbIE 3HAKOM
agantauun 6asoBoro Habopa Mep M YTOMHEHUM aganTupoBaHHOro 6asoBoro Habopa mep, a
Takke nNpu paspaboTke KOMMEHCUPYIOLWNX Mep 3almTbl MHdopMaumm B MHGOPMaLMOHHOM

Mepa 3aluTbl WHdopMauuu BkNYeHa B 0GasoBbli Habop Mep AOns
COOTBETCTBYHOLLIErO Knacca 3alMWeHHOCTU MHPOPMALIMOHHON CUCTEMBI.

CCTeMe COOTBETCTBYHLLEro Knacca 3alneHHOCTN.

NMPUMEHAIOTCA Tpn
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