Mpukas ®enepansHOm Crybbl MO TEXHUYECKOMY Y 9KCMOPTHOMY KOHTPOSHO
oT 18 peBpana 2013 . N 21
"O6 ytBepxxaeHnn CocTtaBa U coaep)KaHust OpraHM3auUmMOHHbIX U TEXHUYECKUX Mep MO
obecneveHunto 6€30MacHOCTN NepCcoHarbHbIX AaHHbIX Npy X 06paboTke B MHPOPMaLMOHHBIX
cuctemax nepcoHanbHbIX JaHHbIX"

B cooTtBeTcTBMM € 4YacTbio 4 crtatbn 19 depepanbHoro 3akoHa ot 27 uwons 2006 r.
N 152-03 "O nepcoHanbHbix AaHHbiX" (CobpaHue 3akoHogatenbcTBa Poccuiickon
depepauun, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, cT1. 3407;
N 31, cT. 4173, cT. 4196; N 49, c1. 6409; 2011, N 23, ct. 3263; N 31, cT. 4701) n NonoxeHnem
o0 PefepanbHon cnyxbe No TEXHUYECKOMY 1 IKCMOPTHOMY KOHTPOSIO, YTBEPXKAEHHbIM YKazom
MpesngeHta Poccunckon ®epepauun ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHopatenbctBa Poccuiickon ®epepaunmn, 2004, N 34, c1. 3541; 2006, N 49, cT1. 5192,
2008, N 43, cT. 4921; N 47, cT1. 5431; 2012, N 7, cT. 818), npukasbiBalo:

1. YTBepauTb npunaraeMmble CoctaB 1 cofepxaHne opraHu3auMOHHbIX U TEXHUYECKMX
mMep no obecnevyeHnto 6e30NacHOCTM MNEpPCOHanbHbIX AaHHbIX Npu MX 06paboTke B
NHPOPMALMOHHBIX CUCTEMAax NepCcoHasnbHbIX AAHHbIX.

2. MpwusHatb yTpatnewmnm cuny npukas PCTIK Poccum ot 5 pepans 2010 r. N 58 "O6
yTBepxaeHumn NonoxeHnsa o metogax n cnocobax 3awmTbl MHGOPMaLMKM B MHPOPMAaLMOHHbIX
cucTeMax nepcoHanbHbIX AdaHHbIX" (3apernctpupoBaH MwuHoctom Poccun 19 despans
2010 r., peructpaumoHHbii N 16456).

OunpexTop PenepanbHomn crnyxobbl B. CenuH
MO TEXHUYECKOMY N SKCMOPTHOMY KOHTPOSHO

3apeructpmpoBaHo B MuHtocte P® 14 maa 2013 .
PernctpaumoHHbin N 28375

CocTtaB u cogepxaHue
OpraHu3auMoOHHbIX U TEXHUYECKUX Mep No obecneyeHno 6€30MacHOCTU NepPCOoHarbHbIX
AaHHbIX NPU X o6paboTke B MHPOPMaLMOHHLIX CUCTEMaX NepCOoHarbHbIX JaHHbIX
(yTB. npukasom PenepanbHON CnyXObl NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOSIO OT
18 deBpansa 2013 r. N 21)

|. ObLwme nonoxeHus

1. Hactoawun [okyMeHT paspabotaH B COOTBETCTBUMM C 4acTbio 4 crtatbm 19
depepanbHoro 3akoHa ot 27 nonsa 2006 r. N 152-93 "O nepcoHanbHbIX AaHHbIX" (CobpaHne
3akoHogatenbctBa Poccuiickon ®epepaunmn, 2006, N 31, ct. 3451; 2009, N 48, cT1. 5716;
N 52, ct. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, ct. 6409; 2011, N 23,
cT. 3263; N 31, c1.4701) n yctaHaBnuBaeT COCTaB W coAepXaHWe OpraHU3auMOHHbLIX W
TEXHMYECKNX Mep No obecnedeHnto 6e30nacHOCTN NePCOoHanbHbIX AaHHbLIX NpU MX obpaboTke
B MH(OPMaUMOHHbLIX CUCTEMaX MEepPCOHarnbHbIX AaHHbIX (Janee - Mepbl No obecneyvyeHuto
6e30nacHOCTM MepcoHarnbHbIX [OaHHbIX) ANA  KaXAOoro W3  ypOBHEW  3alMLLEHHOCTU
nepcoHanbHbIX AaHHbIX, YCTAHOBIEHHbIX B TpeboBaHMAX K 3awwuTe NepCoHarnbHbIX AaHHbIX
npyn nx obpaboTke B MHEPOPMALMOHHBIX CUCTEMAXxX MEPCOHaNbHbIX AAHHbLIX, YTBEPXOEHHbIX
noctaHoeneHvem [lpaButenbctBa Poccunckon ®epepauum ot 1 Hosbpsa 2012 r N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuiickon degepaumm, 2012, N 45, cT. 6257).

Mepbl no obecrnevyeHnto 6e30MacHOCTU NepcoHarbHbIX AaHHbIX NPUHUMAKOTCA And



3aWnTbl NEepPCoHanbHbIX AaHHbIX OT HEeNpPaBOMEPHOIO WX CIy4YanHOro [OCTyna K HUM,
YHUYTOXEHNS, N3MEHEHWS, BGrnokmpoBaHus, KonmpoBaHus, npeaocTaBeHus,
pacrnpoCTpaHeHUs1 NepCoHarbHbIX AAHHbIX, @ Takke OT MHbIX HENpPaBOMEPHLIX OEWACTBUN B
OTHOLUEHUN NEePCOHarbHbIX AaHHbIX.

B HacTosiwem QOKyMeHTe He paccmMaTpuBatoTcs BONpockl obecneyeHns 6e3onacHoCTu
NepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBMEHHOM MOPSAKE K CBEAEHUSAM,
COCTaBMAKOWNM TOCYAApPCTBEHHYIO TarHy, a TakkKe Mepbl, CBA3aHHblE C NPUMEHEHUEM
LWwnppoBanbHbIX (KpunTorpadguyeckmx) CpeacTs 3amTbl MHpopMaumn.

2. be3onacHOCTb MepCOoHarnbHbIX AaHHbIX NpU KX obpaboTke B WMHM(OPMAaLMOHHON
CUCTEME MepcoHarnbHbIX [AaHHbIX (ganee - uHGOpMaumoHHast cuctema) obecnevmBaeT
onepatop WM NuuUo, ocyllecTersalee ob6paboTky nepcoHanbHbIX AAHHBIX MO MOPYYEHUIO
ornepartopa B COOTBETCTBUMN C 3akoHOoAATeNbCTBOM Poccuinckon denepaumn.

[na BbinonHeHus pabot no obecneyeHnto 6e30MacHOCTM NepPCOHanbHbIX OaHHbLIX NPU
nx obpabotke B MHGMOPMALMOHHON CUCTEME B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuinckon ®egepaummn MoryT npuBnekaTbCs Ha AOrOBOPHOM OCHOBE HOpuUAMYecKoe nuuo
UM MHOMBUAYanNbHbIA NpeanpuHMMaTenb, MMelLWmre JNUUEH3NI0 Ha OeATeNbHOCTb Mo
TEXHUYECKOW 3awmnTe KoHpuaeHunanbHon nHgopmauuu.

3. Mepbl no obecneyeHnto 6e30nNacHOCTU MEPCOHArnbHbIX AaHHbIX peanu3ylTcs B
pamMKax CUCTEMbl 3alUuUTbl MNEepPCOHalbHbIX [OaHHbIX, CO34aBaeMOW B COOTBETCTBUU C
TpeboBaHMsAMN K 3aluMTe NEepPCOHarnbHbIX AaHHbIX NpuM ux obpaboTke B MHGOPMALMOHHbIX
cMCTEMax MNepCcoHanbHbIX [OaHHbIX, YTBEPXAEHHbIMM MocTaHoBneHnem [lpaButenbcTBa
Poccuinckon ®epepaumm ot 1 Hosbps 2012 . N 1119, n gomkHbl 6GbITb HanpaBneHbl Ha
HEeNTpanu3aumo akTyanbHbIX Yrpo3 6€30MacHOCTN NepCoHaribHbIX AAaHHbIX.

4. Mepbl no obecneyeHnto 6€30MNacHOCTM NepPCoHarbHbIX AaHHbIX peanu3yoTcs B TOM
ynucne nocpeacTtBOM MNPUMEHEHUS B  WH(OPMAaLUMOHHOM CUCTEME CPEACTB  3alluThbl
MHOpMaLnK, NPOLUEALNX B YCTAHOBIEHHOM MOpsiake Mpouenypy OLEHKM COOTBETCTBUSA, B
crny4vasix, Koraa npuMMEHeHMEe Takux CpeacTB HeobXxoaMmo ANns HenTpanmsaumm akTyamnbHbIX
yrpo3 6e3onacHoOCT NepcoHanbHbIX AaHHbIX.

6. OueHka 3PGEKTUBHOCTM peanu3oBaHHbIX B paMKax CUCTEMbl  3aluUThbl
nepcoHanbHbIX AdaHHbIX Mep no obecneyeHuto 6e30MacHOCTU NEePCOHarnbHbIX  AaHHbIX
NPOBOANTCSA OMepaTtopoM CaMOCTOATENbHO WNU C MPUBIIEYEHMEM Ha OOrOBOPHOM OCHOBE
IOPUANYECKNX NUL, WU UHOMBUAYAlNbHbIX NpeanpuHMMartenen, MMewLWmnx MULEH3NI0 Ha
OCYLLIECTBMNEHME OEATENbHOCTU MO TEXHUYECKOMN 3alimTe KOHUAEHUMAaNbHON MHGOPMaLMK.
YKasaHHasa oLeHKa NpoBOAUTCS He pexe ogHOoro pasa B 3 roga.

7. Mepbl no obecneyeHnto 6e30nNacHOCTU NepPCOHanbHbIX AaHHbIX NPU NX 0bpaboTke B
roOCy4apCTBEHHbIX  MHGOPMAUMOHHBLIX  CUCTEMAX MPUHUMAKTCA B  COOTBETCTBMM C
TpeboBaHnsMn O  3awmuTe  MHGOPMauuMM, CoaepXallemca B roCyaapCTBEHHbIX
MHPOPMALMOHHBIX cucTemax, ycTaHaenuBaembiMn OCTOK Poccum B npegenax cBOUX
NOSTHOMOYUM B COOTBETCTBMM C 4acTbio 5 ctaten 16 PegepanbHOro 3akoHa oOT 27 uongd
2006r. N 149-03 "O6 wuHdopmaumMn, WHGPOPMALMOHHBLIX TEXHOMOMMAX W O 3awuTe
nHpopmaunn" (CobpaHune 3akoHogatenoctBa Poccunckon ®egepaunn, 2006, N 31, ct. 3448;
2010, N 31, c1. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB u cogepxxaHue Mmep nNo obecnevyeHno 6€30MNacHOCTN NepPCOHaNbHbIX AAHHbIX

8. B coctaB mep no obecneyeHnto 6e30MacHOCTU MEPCOHANbHbIX AaHHbIX,
peanuayemMbix B pamKax CUCTEMbl 3alUUTbl NMEepPCOHarbHbIX AaHHbIX C YY4E€TOM akTyarbHbIX
yrpo3 6e30nacHOCTM NepcoHarbHbIX AaHHbLIX U MPUMEHSEMbIX MHGOPMALMOHHLIX TEXHOOMMHN,
BXOAOST:



noeHTurkaums n ayTeHTudmkauma cybbekToB ocTyna n 06beKToB 4OCTYNa;

yrnpasneHne JocTynomMm cybbekToB AocTyna K o6bektam JoCcTyna;

orpaHuyeHue nporpammMmHon cpeabl;

3alWmuTa  MalUMHHBLIX HOcuTenen MWHGOPMaLMU, Ha KOTOPbIX XpaHATca U (Mnu)
o6pabaTbiBalOTCA NepcoHasrnbHble AaHHble (4anee - MalMHHbIE HOCUTENU MNEePCOHarbHbIX
AAHHbIX);

pernctpaumnsa cobbiTnin 6esonacHocTy;

aHTUBMPYCHas 3aLumTa;

obHapyxeHue (NpeaoTBpaLLeHE) BTOPXKEHWUN,

KOHTPOIb (aHanu3) 3almLLeHHOCTM NepCcoHarbHbIX JaHHbIX;

obecnevyeHne LenocTHOCTM MHPOPMALIMOHHOM CUCTEMbI M NEPCOHAaNbHbIX AAHHbIX;

obecrnevyeHne JOCTYNHOCTU NePCOHasbHbIX AAHHbIX;

3alwmTa cpeabl BUpTyanmsauuu,

3almnTa TEXHUYECKNX CPELCTB;

3awmra MHOopMaLMOHHOM CUCTEMBI, ee CPeACTB, CUCTEM CBSA3U N Nepefaydn JaHHbIX;

BbISIBfIEHNE WHUMAEHTOB (0gHOro cobbiTvst Uiy rpynnbl COBbITU), KOTOpblE MOTYT
npmBecTn K c6osiM M HapyLUEHNO OYHKLNOHNPOBAHUSA MHOPMALIMOHHOW CUCTEMBI U (UNNn)
K BO3HMKHOBEHWIO Yrpo3 6e30onacHOCTW MNepcoHaribHbIX AaHHbIX (danee - WHUMAEHTHI), U
pearmpoBaHue Ha HUX;

ynpasrieHne KoHdurypaumen WHAPOPMALNOHHON CUCTEMbI U CUCTEMbl  3aLUUTHI
nepcoHasnbHbIX AaHHbIX.

CocTtaB n cogepxaHue mep no obecrnedeHnto 6e30nacHOCTM NePCOHanbHbIX AaHHbIX,
HeobxoanmbIx Ana obecnevyeHns Kaxaoro u3 YpOBHEM 3alMLEHHOCTU NepcOoHanbHbIX
AaHHbIX, MPUBEAEHbI B NPUNOXEHUN K HACTOALLEMY JOKYMEHTY.

8.1. Mepbl No naeHTUMKauMm n ayteHTumkaumm cyOGbeKToB AOCTyna u OObEKTOB
AocTyna AomkHbl obecneynBaTtb NpUcBoeHne cybbektam n obbektam LOCTyna YHUKanbHOro
npusHaka (ngeHtTudukatopa), cpaBHeHWe npeabasnaemoro cybbektom (o6bekTom) goctyna
noeHTUrkaTtopa C nNepeyHemM MNPUCBOEHHBIX, WAEHTUMUMKATOPOB, a Takke MpPOBEPKY
NPUHaANEexXHoOCTn cyobekTy (0ObekTy) AocTyna npeabsBNEeHHOrO0 MM  uaeHTudumkartopa
(noaTeepxgeHne NogfMHHOCTK).

8.2. Mepbl no ynpaereHWto [OCTYyNnoM CyOGbekToB AOcTyna K obbekTam [ocTyna
OOMKHbl  obecrneyvBaTb ynpaerneHve npasBamMu W npusunernamn cybbekToB [OCTyna,
pasrpaHmdeHne OocTtyna cyObekToB 4OCTyna K o6bektam JOCTyrna Ha OCHOBE COBOKYMHOCTU
YCTaHOBSEHHbIX B WH(OPMALNOHHOW CUCTEME MNpaBur pasrpaHUYeHus OoCTyrna, a Takke
obecneymBaTb KOHTPOSb 3a COBNOAEHMEM 3TUX NPaBWS.

8.3. Mepbl N0 orpaHMYeHnto NpPorpaMMHON cpefbl AOMKHbI 06ecneynBaTb YCTaHOBKY U
(MnKn) 3anyck TOMbKO pas3peLleHHOro K WCNoSb3oBaHW B MHEOPMAaLMOHHOM cucteme
nporpaMMHoro obecneyeHus MM UCKNIYaTb BO3MOXHOCTb YCTAHOBKM W (MNnK) 3anycka
3anpeLLEeHHOro K UCMOMb30BaHMIO B UHPOPMAaLMOHHOM cucTeMe NporpaMmMHOro obecnevyeHus.

8.4. Mepbl MO 3aWMTe MALUMHHbLIX HOCUTENEW nepcoHarnbHbIX AaHHbIX (CpeacTs
006paboTkM  (XpaHeHWst) nNepcoHanbHbIX AaHHbIX, CbEMHbIX MaLUMHHbLIX  HOCUTEenemn
nepcoHanbHbIX AaHHbIX) AOMKHbI UCKMOYaTb BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AoCTyna
K MalWHHBbIM HOCUTENAM W XPaHAWMMCA Ha HWUX MepCoHanbHbiM [aHHbIM, a Takxke
HEeCaHKLMOHMPOBAHHOE WCMOMb30BaHME CbEMHbIX MAaLUMHHBIX HOCUTENen MepcoHarnbHbIX
AaHHbIX.

8.5. Mepbl no pernctpaumm cobbiTun 6e3onacHOCTM OOSMKHbl obecneunBatb cOop,
3anncb, XpaHeHne 1 3awmTy nHdopmMaumm o cobbiTuax 6esonacHoCTM B MHAOPMAaLMOHHOM
CUCTEME, a TaKKe BO3MOXHOCTb NPOCMOTpa U aHanusa MHMOPMaUnn O Takmx cOBbITUAX U
pearmpoBaHue Ha HUX.

8.6. Mepbl MO aHTUBMPYCHOW 3awuTe OOMMKHbI obecneynBaTb OOHapyXeHne B



WH(POPMALMOHHOM  CUCTEME  KOMMbIOTEPHBIX MporpamMm  nnM6o  MHOW  KOMMbHOTEPHOM
MHopmaunn, npegHasHa4YeHHON AN HECAHKLMOHUPOBAHHOIO YHUYTOXEHNS, BriokmpoBaHus,
MoandmKauumn, KoOnMpoBaHUSA KOMMbIOTEPHOW WHAOPMaUUM UAN HenTpanusaumm CcpeacTs
3aWwnTbl MHopMaumn, a Takke pearmpoBaHue Ha OOHapyXeHwe 3TuUX nporpaMm U
NHopMauuu.

8.7. Mepbl no obHapyxeHuo (NpegoTBpaLLEHNI0) BTOPXKEHUN OOMKHbI obecnevmBaThb
obHapyxeHne  OENCTBUM B WH(OPMaUMOHHON  cuUCTeMe, HanpaBneHHbIX  Ha
HEeCaHKUMOHMPOBaHHbIA ~ OOCTYyNn K WHOpMauun, chneumarnbHble  BO3OEWCTBUSA  Ha
WH(POPMALMOHHYIO cUCTEMY W (MNK) NepcoHanbHble AaHHble B Uensx [o0biBaHus,
YHUMTOXEHNS, UCKaXeHUA 1 BNoKMpoBaHUA [OCTyna K MepCoHarnbHbIM AaHHbIM, a Takxe
pearmpoBaHue Ha 3TN OEeNCTBUS.

8.8. Mepbl No KOHTporto (aHanu3y) 3aluLWEeHHOCTN NepcoHarnbHbIX OaHHbIX OOSDKHbI
obecne4vmBaTb KOHTPOSb YPOBHS 3aLLMLLEHHOCTN NEPCOHArbHbIX AAaHHbIX, 0ObpabaTbiBaeMbIX B
NHPOPMALMOHHOM cUCTEME, NYyTEM NPOBEAEHNS CUCTEMATUYECKUX MEPOMNPUATUIN MO aHanun3y
3aLNLLEHHOCTU MH(OPMALMOHHOW CUCTEMBI U TECTUPOBAHUIO PAaBOTOCNOCOBHOCTU CUCTEMBI
3alWnTbl NEePCOHanbHbIX AaHHbIX.

8.9. Mepbl no obecnedyeHnto LENOCTHOCTU  WH(OPMALNOHHOW CUCTEMbI U
nepcoHanbHbIX AaHHbIX OOIMKHBbI obecne4ymBaTtb obHapyxeHue hakToB
HEeCaHKUMOHNPOBAHHOIO  HapyleHUs  LEeNOCTHOCTU  MHPOPMAaLMOHHOW  CUCTEMbI U
COAEpPXallMXCA B HeW MnepcoHasnbHbIX OaHHbIX, a Takke BO3MOXHOCTb BOCCTAHOBIEHUS
MHPOPMaLIMOHHON CUCTEMbBI U COAEPXKALLMXCHA B HEW NepCOHanbHbIX JAaHHbIX.

8.10. Mepbl no obecneyeHUo [OCTYMHOCTU MEPCOHANbHbIX [OaHHbIX OOSMKHbI
obecneyvBaTb aBTOPWU30OBaHHbLIA OOCTYMN MNOMb3oBaTeNen, MMelLWmMx npasa no AOCTyny, K
nepcoHanbHbIM AaHHbIM, CoAepXalimMmcs B MHAOPMALMOHHON CUCTEME, B LUTATHOM pexunve
PYHKLUNOHNPOBAHNA NHPOPMALIMOHHON CUCTEMBI.

8.11. Mepbl no  3awuTe  cpedbl  BUPTyanusauuMuM  OOMMKHbl  UCKNKOYaTb
HEeCaHKLMOHMPOBaHHbIA AOCTYN K NepcoHarnbHbIM AaHHbIM, 06pabaTbiBaeMbiM B BUPTYaribHON
NHPPACTPYKTYpeE, U K KOMMNOHEHTAM BUPTYanbHON MHPPACTPYKTYpbl U (MNKn) BO3QENCTBUE HA
HUX, B TOM 4YuUCre K cpeactBaM ynpasreHus BUPTYyarbHOW WHAPACTPYKTYPOW, MOHUTOPY
BUPTYanbHbIX MalWH (rMNepBu3opy), CUCTEME XpaHEeHWa [aHHbIX (BKMNoYas cuctemy
XpaHeHusi 06pas3oB BUPTyanbHOW WHMPACTPYKTypbl), CETM nNepedadn [LaHHbIX Yepes
3fIEMEeHTbl BUPTYanbHOM UM  (PU3NYECKON WHPPACTPYKTYPbl, FOCTEBLIM OMNepaLnNOHHbIM
cuctemMam, BUpTyarnbHbIM  MawMHam (KOHTeMHepam), cUcTeMe W CeTU pennukauuu,
TepPMUHanbHbIM N BUPTYaribHbIM YCTPONCTBAM, a TakkKe CUCTEME pPe3epBHOrO KONMMpPOBaHUA U
co3laBaeMbIM €10 KOMUSIM.

8.12. Mepsbl no  3awmrte  TeXHUYECKUX  CpeactB  OOKHbI WCKITIOYaTh
HeCaHKLUMOHNPOBAHHbIN aoctyn K CcTaunoHapHbIM TEXHUYECKNM cpeacTeam,
obpabarbiBatoLmm nepcoHarnbHble JaHHble, cpeacTeam, obecne4ymBatoLwmm
PYHKUMOHNPOBaHME MHGPOPMaLMOHHON cuUcTemMbl (ganee - cpeactBa obecneyeHns
PYHKUNOHNPOBAHUS), U B MOMELLEHMS, B KOTOPbIX OHW MOCTOAHHO PaCMOfOXEHbI, 3aLuuTy
TEXHUYECKNX CPpeacTB OT BHELUHWX BO3OEWCTBUW, a Takke 3aluTy nepcoHasnbHbIX OaHHbIX,
NPeACTaBeHHbIX B BUAE MHPOPMATUBHBIX 3NIEKTPUYECKUX CUTHANOB N (PU3NYECKNX NONEN.

8.13. Mepbl no 3awuTte MHMOPMALMOHHOMN CUCTEMbI, €€ CPEeACTB, CUCTEM CBSA3N U
nepegadn OaHHbIX  OOMKHbl  obecneymBaTb  3alMTy NEpCOHasbHbIX  OaHHbIX  NpU
B3aMMoOeNCTBUN UH(POPMALMOHHON CUCTEMbI UMW ee OTAEerbHbIX CEerMEHTOB C MHbIMU
WH(POPMAUMNOHHBIMW  cUCTEMaAMU N UHAPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMMU
NnocpeacTBOM MPUMEHEHUS apXUTEKTYPbl MH(POPMAaLIMOHHON CUCTEMBI U MPOEKTHBLIX PeLUEeHNN,
HanpaBneHHbIX Ha obecneyeHne 6e30NacHOCTM NepCcoHarbHbIX JaHHbIX.

8.14. Mepbl NO BbISBEHUIO WHUWMOEHTOB W pearnpoBaHMO Ha HUX OOSTKHbI
obecrneumBaTtb OBHapyXeHwe, MaeHTUdUKaUU, aHanuM3 MHUMOEHTOB B MHGOPMaLMOHHOM



cMCTEME, a TaKke NPUHATME Mep MO YCTPAHEHUIO U NpeaynpeXaeHno MHUMAEHTOB.

8.15. Mepbl no ynpaBneHuto KoHdurypaunen nHpopMaunoHHON CUCTEMbI U CUCTEMbI
3aWnTbl MNEepPCOHanbHbIX AaHHbIX AOO0MMKHbI obecnedmBaTb ynNpaBfieHMe U3MEHEHUSMM
KOHUrypaumm WHGOPMaLNOHHON CUCTEMbI M CUCTEMbI 3aLUTbl MEPCOHArNbHbIX OaHHbIX,
aHanu3 noTeHUManbHOro BO3OEWCTBMSA  MNMIAHUPYEeMbIX WU3MEHeHWA Ha obecnedeHne
6e30nacHOCTM NepCoHarnbHbIX AaHHbIX, @ Takke JOKYMEHTUPOBAHUE 3TUX N3MEHEHUN.

9. Bbibop mep no obecrnevyeHnto 6€30MacHOCTN NepCOHarbHbIX AAaHHbIX, NOANexXalmx
peanusaumm B MHPOPMALMOHHOW CUCTEME B paMKax CUCTEMbl 3alUTbl NEepPCOHarbHbIX
AaHHbIX, BKIHOYaET:

onpepeneHne 6asoBoro Habopa mMep no obecneyeHUo Ge30NacHOCTU NepPCOHarbHbIX
AaHHbIX ANA  YCTAHOBMIEHHOTO YPOBHA  3aLUMLLEHHOCTW MEPCOHAarnbHbIX OaHHbIX B
cooTBeTcTBUM C HGas3oBbIMM Habopamn Mep No obecrneveHnto 6Ge3onacHOCTU NepcoHanbHbIX
AaHHbIX, MPUBEAEHHBIMU B NPUITOXKEHUMN K HACTOALLEMY LOKYMEHTY;

agantauunio 6asoBoro Habopa mMep no obecneyeHuto 6e30MacHOCTU MNePCOHaNbHbIX
AaHHBIX C YY4ETOM CTPYKTYPHO-(PYHKLMOHAMNBbHbIX XapaKTepUCTUK MHPOPMALIMOHHOM CUCTEMBI,
NHPOPMALIMOHHBIX TEXHOSOrMN, OCOBEHHOCTEN  (PYHKLMOHMPOBAHUSA  MH(OPMAaLMOHHON
cucTemMbl (B TOM Yncre MCKoYeHne n3 6a3oBoro Habopa mMep, HeNnocpeaCTBEHHO CBA3AHHbIX
C NHPOPMALMOHHBIMU TEXHOMOMUSIMU, HE UCNONb3YEMbIMU B UH(POPMALMOHHOW CUCTEME, UMK
CTPYKTYPHO-(PYHKLMOHANBbHbIMU XapakTepUCTUKaMM, He CBOWCTBEHHbIMW MHGOPMAaLMOHHON
cucteme);

yTOuHeHWe agantupoBaHHoro 6asoBoro Habopa Mep no obecneveHuto GesonacHoCTU
NnepcoHanbHbIX AaHHbIX C yY4ETOM He BblbpaHHbIX paHee Mep, NPUBEAEHHbLIX B NPUITOXEHUN K
HacTosaWweMy [AOKYMEHTY, B pe3ynbrate 4Yero Onpeaensitotca Mepbl No  obecneyeHunto
Be30nacHOCTN NepcoHarnbHbIX AaHHbIX, HANpPaBieHHbIE HA HEWTpanM3aumio BCeX akTyarnbHbIX
yrpo3 6e3onacHOCTN NepCcoHasnbHbIX AaHHbIX 4151 KOHKPETHOM MHOPMAaLMOHHOW CUCTEMBI;

AOMNOMHEeHNe YyTOMHEHHOro aganTupoBaHHOro 6asoBoro Habopa mep no obecneveHmto
Ge3onacHOCTM  nepcoHarnbHbIX  AaHHbIX  Mepamu, obecneymBaloMMN  BbINOMHEHWE
TpeboBaHW K 3alimMTe MNepCoHasnbHbIX OAHHbIX, YCTAaHOBMEHHbIMW WHBIMW HOPMaTUBHbLIMU
npaBoBbIMW akTaMu B obnactu obecnevyeHns 6e30NacHOCTM NEepPCOHanbHbIX OAHHbIX W
3aLnTbl tHGOPMaLUK.

10. MNpn HEBO3MOXHOCTM TEXHMYECKOW peanu3auumn OTAeNbHbIX BblOpaHHbIX Mep Mo
obecrneveHntio 6e30nNacHOCTM MepCoHarnbHbIX [aHHbIX, @ TakkKe C Y4eTOM 3KOHOMWYECKOM
uenecoobpas3HoCTM Ha 3Tanax agantauun 6GasoBoro Habopa Mep W (MnM) YTOYHEHUS
agantupoBaHHoro 6asosoro Habopa Mep MoryT paspabaTbiBaTbCsl MHblIE (KOMMEHCUPYIOLLNE)
Mepbl, HanpaBfeHHblE HA HEWTPanM3aLuuio akTyanbHbIX Yyrpo3 6e30nacHOCTN NepCcoHanbHbIX
AaHHbIX.

B atom cnyyae B xoae pa3paboTkm cucTeMbl 3almnTbl NEPCOHANbHbBIX AAHHBIX AOMKHO
OblTb NpoOBEeAEHO OOOCHOBaHWE NPUMEHEHUA KOMMEHCUpYyHLWMX Mep Ans obecneyvyeHus
6e3onacHOCTU NepCcoHanbHbIX AaHHbIX.

11. B cnyyae onpeaeneHuns B COOTBETCTBUM C TpeboBaHMsAMN K 3aLlumTe NepCoHarbHbIX
npy nx obpaboTke B MHPOPMALMOHHBLIX CUCTEMAX MEPCOHANbHbLIX AAHHbIX, YTBEPXAEHHBIMU
noctaHoeneHvem [pasutenbctea Poccuiickon ®enepaumm ot 1 Hoa6pa 2012 r. N 1119, B
KayecTBe akTyasnbHbIX Yrpo3 6e30nacHOCTM MNepCcoHasbHbIX AaHHbIX 1-r0 U 2-ro TWUMOB
OOMOMHUTENBHO K Mepam no obecneyeHnto 6e30nMacHOCTM  NepCOHarbHbIX  AaHHbIX,
YKa3aHHbIM B MyHKTE 8 HAcTOsILLEro AOKYMEHTa, MOryT NMPUMEHSTLCSA CreayoLne Mepbl:

npoBepka CUCTEMHOrO M (UnvM) NPUKNAZHOro NPorpaMmHoro obecnedyeHus, BKMYas
NPOrpaMMHbIA KoL, Ha OTCYTCTBME HeOeKNapupoBaHHbIX BO3MOXHOCTEN C UCMNOMb30BaHWEM
aBTOMAaTU3MPOBaHHbIX CPeacTB 1 (Mnn) 6e3 NCNoNb30BaHUS TaKOBbIX;

TeCcTMpoBaHne NHPOPMALIMOHHON CUCTEMbI HA MPOHMKHOBEHUS;

Mcnonb3oBaHne B WH(OPMALNOHHOW CUCTEME CUCTEMHOrO M (MNKU) MPUKIagHoro



nporpaMmHoro obecrneveHunsi, paspaboTaHHOrO C MCMONb30BaHMEM METOAOB 3alLULLIEHHOMO
nporpaMMupoBaHus.

12. Tpn mncnonb3oBaHUM B WHGOPMALMOHHBIX CUCTEMAxX CepTUOUUMPOBAHHBIX MO
TpeboBaHnsaM 6e3onacHOCT MHOPMaLMK CPEACTB 3almTbl MHpopMaunn:

a) ana obecnevyeHns 1 M 2 ypoOBHEM 3aALUULLEHHOCTM MNEPCOHANbHbIX OaHHbIX
NPUMEHSIIOTCS:

CpeAcTBa BblMUCNUTENBLHON TEXHUKU HE HUXe S Knacca;

CUCTEMbl ODHapY>XeHUs1 BTOPXKEHUMA U CPEACTBa aHTUBUPYCHOW 3alUnMTbl HE HUXe 4
Knacca;

MeXCceTeBble 3KpaHbl He HMXe 3 Kracca B crlyyae akTyaslibHOCTU yrpo3 1-ro unu 2-ro
TANOB UM B3aMMoOZenCcTBUA  MHOPMALMOHHOM  cUCTEMbl C  UHAOPMaUUOHHO-
TENEeKOMMYHUKAUNOHHBIMW  CETAMU  MEeXAyHapoOHOro  MHopmaumoHHoro obmeHa w
MeXceTeBble 9KpaHbl He Hwxe 4 Kracca B Crydae akTyanbHOCTW yrpo3 3-ro Tuna wu
OTCYTCTBUSA  B3aMMOAEUCTBUA  MHAPOPMALMOHHOM  CUCTEMbI C  WMH(OPMaLMOHHO-
TENEeKOMMYHUKALMOHHBIMW CETSMU MEXAYHapO4HOro MHPOPMaLMOHHOro 06MeHa;

6) onsa obecneyeHnsa 3 ypoBHS 3aLUMULLEHHOCTU NEPCOHAnNbHbIX AaHHbIX NPUMEHSIOTCA:

CpeAcTBa BblMMCNUTENBLHON TEXHUKU HE HUXe S Knacca;

CUCTEMbl ODHapY>XEeHUs1 BTOPXKEHUW U CPEACTBa aHTUBMPYCHOW 3alUnMTbl HE HuXe 4
Knacca 3awuTtbl B Criydae akTyanbHOCTM Yrpo3 2-ro Tuna wunm B3auMoOencTBuA
WH(POPMALUMOHHON  CUCTEMbI  C  MH(POPMAUNOHHO-TENEKOMMYHUKAUMOHHBIMU ~ CETAMM
MeXOyHapOoAHOro WHGOpPMaUMOHHOrO obmeHa W CUCTEMblI OOHapYXXEHWA BTOPXKEHWUA U
cpencTBa aHTUBMPYCHOW 3alUMTbl HE HUXKe 5 Kracca 3almTbl B Cryvae akTyanbHOCTU yrpos 3-
ro TMna n OTCYTCTBMS B3anMMOLENCTBUA WMHMOPMALMOHHON CUCTEMbI C MHEOPMALMOHHO-
TeNeKOMMYHUKALNOHHBIMWU CETAMU MeXOYHapOo4HOro MHPOpMaLUnMoOHHOro obmMeHa;

MeXceTeBble 3KpaHbl He HWKe 3 Krnacca B criydae akTyaslibHOCTU yrpo3 2-ro Tmna unu
B3anMoaencTBus MHPOPMaLMOHHON CUCTEMBbI C MH(POPMALMOHHO-TENEKOMMYHUKALVMOHHBbIMU
CeTAMN MEXAYHAPOAHOro MHPOPMALMOHHOTO OOMeHa M MeXceTeBble 3KpaHbl He Huke 4
Knacca B Criyyae akTyanbHOCTM Yyrpo3 3-ro Tuna U OTCYTCTBUSA B3auMOOENCTBUSA
WHPOPMALMOHHON  CUCTEMbI  C  MHAOPMAUVNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMMU
MeXAYyHapOAHOro MHPOPMaLNOHHOTO OBMeHa;

B) Anst obecnevyeHns 4 ypoBHS 3aLULLEHHOCTN NEePCOHANbHbIX AAHHbBIX MPUMEHSIOTCS:

CpencTBa BblMUCIUTENBHOM TEXHUKN HE HWXKe 6 Knacca;

CUCTEMbI OOHapyXXeHWUs BTOPXXEHUM U CPpeacTBa aHTMBUPYCHOM 3alUUTbl HE HUXe 5
Knacca;

MeXceTeBble 3KpaHbl S knacca.

[na obecneyeHns 1 n 2 ypoBHEN 3aLLMLLEHHOCTN NEPCOHANbHbLIX AaHHbIX, @ Takke ans
obecneveHnsa 3 YpOBHSA 3alUULLEHHOCTM MEePCOHarnbHbIX AaHHbIX B  MHAOPMAaUMOHHbIX
cucTemax, Ans KOTopbIX K akTyasnibHbIM OTHECEHbI Yrpo3bl 2-ro Tuna, NpUMEHSTCS cpeacTaa
3awnTbl MHpopMauuKn, nporpammMmHoe obecneyeHne KOTopbiX MPOLLIO NMPOBEPKY HE HMXKE YeMm
No 4 YPOBHIO KOHTPOMS OTCYTCTBUS HeeKNapnpoBaHHbIX BO3MOXHOCTEN.

13. lMpn wncnonb3oBaHUM B MHMOPMAUMOHHBIX CUCTEMAX HOBbIX WMHGOPMALMOHHbLIX
TEXHOSIOMMN U BbISBNEHUN OOMNOMHUTENbHBIX Yrpo3 6e30MacHOCTU NepcoHasribHbIX AaHHbIX,
ANA  KOTOpbIX He onpegeneHbl Mepbl obecnevyeHnss ux 6e30MacHOCTW,  OOSMKHbI
paspabaTbiBaTbCA KOMMEHCUpYOLWME Mepbl B COOTBETCTBUM C NyHKTOM 10 HacTosdLero
AOKYyMEHTA.

MpunoxeHue

K CocTaBy 1 cogepXaHuto

OpPraHU3auMOHHbIX U TEXHUYECKUX Mep Mo
obecnevyeHM0 6€30NaCHOCTU NepPCOHaNbHbIX



AaHHbIX NpU nx oo6padoTke B UH(POPMaLIMOHHbIX
cucTtemax nepcoHanbHbIX AaHHbIX

CocTtaB u cogepxaHue
Mep no obecnevyeHUo 6e30NacHOCTU NepPCoHanNbHbIX AaHHbIX, HEOOXOAUMbIX Ans
obecneyeHUsi KaXXA0ro U3 ypoBHen 3almLLEeHHOCTM NepCcoHarnbHbIX AaHHbIX

YcnosHoe CopepxaHne mep no obecneyeHmto 6esonacHocTn YpoBHM

obo3HaueH nepcoHanbHbIX AaHHbIX 3aLUNLLIEHHOCTH

ne n Homep nepcoHanbHbIX
Mepbl OaHHbIX

4 1 3] 2] 1

|. UaeHTUdMKaumna n ayteHTUdUnKaums cyobbLeKToB Aoctyna n oobektoB goctyna (MAP)

NAD.1 NpeHTudukaumsa n ayteHTuukaumsa nonb3oBarernenu, + + + +
ABNAKLWMXCA paboTHMKaMM oneparopa
NAD.2 NpeHTudukaums n ayteHTugukaums yCTpoucTs, B TOM + +

Yyncne CtaunoHapHbIX, MOBUMBbHbLIX U NOPTATUBHbIX

NAD.3 YnpaeneHue ngeHtugukatopamu, B TOM Yucne cosganHue, | + + + +
NPUCBOEHME, YHUMTOXEHNE NOEHTUMKATOPOB

NAD .4 YnpaBneHue cpeactesamu ayTeHTUdUKaLMK, B TOM Yucre + + + +
XpaHeHue, Bblaadya, MHUuumanusaums, bnoknposaHue
CpeacTB ayTeHTUdMKaUUM U NPUHATUE Mep B criyvae
yTpaTtbl 1 (M) KOMNPOMETaL MK CPeacTB

ayTeHTUpmKaumnm

NAD.5 3awmta obpaTHON CBA3N NPV BBOAE + + + +
ayTeHTU(PNKaAUNMOHHOM nHopMaLmm

NAD.6 NpoeHTnukauma n ayteHTudmkaumst nonb3oBaTtenen, He + + + +
ABNALWMXCA paboTHMKamMm onepartopa (BHELIHNX
nonb3oBaTenemn)

Il. YnpaBneHue goctynom cyb6LeKToB goctyna Kk oobektam gocrtyna (YIp)
yra.A YnpasneHue (3aBegeHve, aktmaund, bnokmposaHme n + + + +

YHUYTOXEHWNE) YY4ETHBIMM 3anMcsMK Nonb3oBaTenen, B
TOM YMUCNe BHELWHMX Nofb3oBaTenein

yra.2 Peanusaums HeobxoauMbIX METOA0B (OUCKPELIMOHHbIN, + + + +
MaHAaTHbIA, PONeBOM NN MHOW METOA), TUMOB (YTeHue,
3anucb, BbINOSTHEHME UMW MHOW TWM) U NpaBun
pasrpaHn4yeHns gocryna

M YnpasneHue (hunsrpaums, MapLupyTuaawmsi, KOHTPOrb + + + +
coeanHeHUn, ogHOHanpaBneHHasa nepegada u NHble
crnocobbl ynpasneHus) MHPOpPMaLMOHHbIMU NOTOKaMU
Mexay YCTPOMCTBaMu, cermeHTaMmn MHoOpMaLMoHHON
CUCTEMbI, a Takke Mexay MHPOPMaLNOHHbIMU
cucTteMamu

Yra.4 PasgeneHune nonHoMouunn (ponen) nonb3oBaTtenen, + + + | +
aAMUHUCTPATOPOB 1 Nuy, obecnevmsatoLLmx
OYHKUMOHNPOBaHME MHAOPMALIMOHHON CUCTEMBI

yna.s Ha3HauyeHne MnHMManbHO Heo6XoaMMbIX NpaB 1 + + + +
NpVBUIEriA NonNb3oBaTensaM, aaMUHUCTpaTopaMm u
nnuam, obecnednBaoLLMM QYHKLUMOHNPOBAHNE




MHPOPMALIMOHHON CUCTEMDI

MRS

OrpaHuyeHue HeycneLlHbIX NoMNbITOK BXoda B
NHPOPMALMOHHYIO CUCTEMY (JOCTyna K
MHPOPMALIMOHHON CUCTEME)

YNL.7

MpenynpexaeHne nonb3oBaTens npu ero Bxoae B
NHOPMALIMOHHYIO CUCTEMY O TOM, YTO B
MHPOPMAaLIMOHHON CUCTEME peanu3oBaHbl Mepbl Mo
obecneyeHmnto 6e30nacHOCTM NEPCOHanNbHbIX AAaHHbIX, U O
HeobXxo4MMOCTH COBMNOAEHNSA YCTaHOBEHHbIX
onepaTtopoM npaBun 06paboTky NepCcoHanbHbIX AAaHHbIX

yrna.8

OnoBelLeHWe Nonb3oBaTens Nocrne yCnewHoro Bxoaa B
MHOPMaLMOHHYH CUCTEMY O ero npeablayLwem Bxoae B
NHAOPMALMOHHYIO CUCTEMY

yna.9

OrpaHnyeHune ymcna napannenbHbIX CeaHCoB A0CTyna
OS5 KQKOOW Y4ETHOW 3anucu nonb3oBarens
MHPOPMALIMOHHON CUCTEMDI

yna.10

BrnoknpoBaHue ceaHca gocTtyna B MHpOPMaLMOHHYO
CMCTEMY Nocre YyCTaHOBMEHHOrO BpeMeHu 6e3genctaus
(HeaKTMBHOCTW) NOMb30BaTENSA UK NO ero 3anpocy

yna.11

PaspelueHune (3anpeT) oencTBuin Nonb3oBaTenen,
paspeLUeHHbIX 40 MaeHTUdrKauumn n ayteHTndukaumm

yna.12

Moonepxka n coxpaHeHne aTpnbyToB 6Ge3onacHOCTH
(meTok 6e30nacHOCTK), CBA3AHHbIX C MHPOPMaLMEN B
npouecce ee xpaHeHnsa n obpaboTku

yna.13

Peanusaums 3alimLweHHOro yaaneHHoro gocryna
CyObeKTOB AocTyna K obbekTam JOCTyna Yyepes BHELLHNE
NHOPMALMOHHO-TENEKOMMYHUKALMOHHBIE CETU

yna.14

PernameHTaums n KOHTpOsb UCNOSb30BaHNSA B
NHPOPMALIMOHHOM CUCTEME TEXHONOMMIN BECNPOBOAHOIO
goctyna

yna.1s

PernameHTauusi U KOHTPOIb MCNOMb30BaHUS B
NHOPMaLMOHHOW CUCTEME MODMUIbHBLIX TEXHUYECKMX
cpeacTs

ynpa.16

YnpasneHue B3aMmonencTsmemM ¢ MHOOpMauMOHHbIMU
cucTeMaMun CTOPOHHUX OpraHM3aunin (BHeLLHWe
MH(POPMALIMOHHBbIE CUCTEMBI)

ynp.7

ObecneveHne oOBEpPEHHOW 3arpy3ku CPeacTB
BbIYMCINTENBHON TEXHUKN

lll. OrpaHnyeHne nporpammHon cpeabl (OMNC)

Oric.1

YnpaeneHue 3anyckom (o6paLleHMsiMn) KOMNOHEHTOB
nporpamMmmMHoro obecneyeHusl, B TOM Y1cne onpegeneHune
3anycKaeMbiX KOMMNOHEHTOB, HACTPOViKa NapaMeTpoOB
3anycka KOMNOHEHTOB, KOHTPOSb 3a 3aMnyCKOM
KOMMOHEHTOB MPOrpamMmmHoro obecneveHms

orc.2

YnpaBneHne yCTaHOBKOW (MHCTaNMsiUMen) KOMNOHEHTOB
nporpaMmHoro obecneveHusi, B TOM Yncrne onpeaeneHme
KOMMOHEHTOB, Nogsiexallnx yCTaHOBKe, HacTporKa
napamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPOJ1b 3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMmMHOro obecneyeHus




oric.3 YcTaHoBKa (MHCTanNAumns) TornbKo paspeLleHHoro K
NCMONb30BaHNIO NPOrpPaMMHOro obecneyeHus n (Unum) ero
KOMMOHEHTOB

oric.4 YnpaBneHne BpeMeHHbIMU dharnamu, B TOM Ymcne
3anper, pa3peLleHre, nepeHanpasneH1e 3anmcu,
yaaneHne BpeMeHHbIX oansion

IV. 3awmTa MaWMHHbIX HOCUTENEN NepcoHanbHbIX AaHHbIX (3HW)

3HW.1 Y4yeT MalnHHbIX HOCUTENEN NepCoHanbHbIX AaHHbIX

3HN.2 YnpasrneHne 4OCTyNnoM K MalMHHLIM HOCUTESNAM
nepcoHanbHbIX AaHHbIX

3HN.3 KoHTponb nepemeLleHnsa MalluMHHbIX HOCUTENEN
nepcoHanbHbIX JaHHbIX 3a Npeaenbl KOHTPONMpyeMon
30HbI

3HN.4 MckntoveHne BO3MOXHOCTM HECAHKLMOHMPOBAHHOIO

O3HaAaKOMJITEHUA C coaepXaHneM rnepcoHasibHbIX AaHHbIX,
XpaHALWLNXCA Ha MaLlLUNHHbIX HOCUTENAX, U (I/IJ'II/I)
NCNOoNb30BaHUA HOCUTENEN nepcoHaribHbIX AaHHbIX B
MHbIX I/IHCbOpMaLl,I/IOHHbIX cnucremMax

3HWN.5 KoHTponb ncnonb3oBaHusa nHTepdencos Beoga (BbiBoaa)
NMHopMaLMN Ha MaLLMHHbIE HOCUTENWN NepPCOHanNbHbIX
AAHHbIX
3HWN.6 KoHTpornb BBOAa (BbIBOAA) MHAOPMALMM HA MaLUNHHbIE
HOCUTENW NePCOHanbHbIX AaHHbIX
3HN.7 KoHTponb nogkntoyYeHns MallnHHbIX HOcUTenemn
nepcoHanbHbIX AaHHbIX
3HN.8 YHUYTOXEHME (CTUpaHue) unm obesnnymnsaHme +

nepcoHanbHbIX AaHHbIX HA MALUWHHBLIX HOCUTENAX MPU UX
nepegade mexay nonb3oBaTensiMmn, B CTOPOHHME
opraHusaumm ans pemMoHTa Unmn yTunusaumm, a Takke
KOHTPOIb YHUYTOXEHUS (CTUpaHms) nnu obesnnymBaHms

V. Pernctpauus cobbitnn 6esonacHoctu (PCB)

PCB.1 Onpenenexne cobbiTnin 6e3onacHOCTH, NoanexaLmx + +
perncTpaumnmn, 1 CPOKOB UX XPaHEHUS

PCBE.2 Onpenenexne coctaBa 1 cogepXXaHus MHopMauum o + +
cobbiTnaAX 6€30MacHOCTU, Noanexalunx permctpaumm

PCB.3 C6op, 3an1cb 1 xpaHeHne Hopmaumm o cobbITUAX + +
6e30nacHOCTM B Te4EHNE YCTAaHOBNEHHOIO BPEMEHMN
XpaHeHus

PCB.4 PearnposaHue Ha cbon npu pernctpauumn cobbiTnin

6e3onacHOCTW, B TOM YMChe annapaTtHble U NPOrpaMMHbIe
owmnbkn, cbon B mexaHnamax cbopa nHgopmaumm n
AOCTWXEHWe npeaena unv nepenonHeHns odbbema
(emMKoCcTM) namsaTu

PCB.5 MoHUTOpPUHT (NPOCMOTP, aHanus) pesynsraToB
pernctpaunmn cobbiTnin 6e3onacHOCTN U pearMpoBaHue Ha
HUX

PCBE.6 [eHepupoBaHne BpEMEHHbIX METOK U (MNN)
CMHXPOHM3aLMs CUCTEMHOIO BPEMEHM B
NHJOPMAaLIMOHHON CUCTEME




PCB.7

| 3awmTa nHopmaLmMm o cobbITUSIX 6e30MacHOCTU | + | + |

VI. AHTUBMpYycHas 3awumTa (AB3)

AB3.1

Peanvnsauunsi aHTMBMPYCHOW 3aLLMThI

AB3.2

O6HoBneHne 6a3sbl 4aHHbIX NPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX NporpaMm (BUpPYycoB)

VIl. O6HapyxeHue BTopxeHun (COB)

COB.1

O6Hapy:XeHne BTOPXXEHNI

COB.2

O6HoBneHne 6asbl pelaLmx NnpaBus

VIIL.

KoHTponb (aHanu3) 3awmieHHOCTN NnepCcoHanbHbIX AaH

HbIX

(AH3

AH3.1

BbisiBneHune, aHanms yassumocTten MHPOPMaLNOHHON
CUCTEMbI 1 OnepaTuBHOE YCTpaHeHNE BHOBb BbISIBNIEHHbIX
YySA3BUMOCTEN

AH3.2

KOHTponb ycTaHOBKM OBGHOBIEHUI NPOrPaMMHOroO
obecneyeHus, BKIoYas oGHOBEHME NPOrPaMMHOro
obecnevyeHns cpeqcTB 3aWmnTbl MHGOpMaumm

AH3.3

KoHTponb paboTocnocobHOCTHN, NapaMeTPOB HACTPOWKA U
NpaBuUbHOCTU PYHKLMOHUPOBAHUSA NPOrpaMmMHOro
obecneyeHns 1 CPeacTB 3aLmTbl MHGOpMaLUn

AH3.4

KoHTponb cocTaBa TEXHUYECKUX CpeacTB, NPOrpaMMHOro
obecneyeHns N CPEACTB 3aLLMTbl MHOPMaLNK

AH3.5

KoHTponb npasun reHepaLmm n CMeHbl Naponen
nonb3oBaTenemn, 3aBegeHnsa N yaaneHnsa y4eTHbIX
3anucen nonb3oBaTenen, peanusayumn npasus
pasrpaHn4yeHns 4ocTyna, NofIHOMOYMIA Nosib30BaTeNen B
MHPOPMALIMOHHON cucTeme

IX. O6ecnevyeHue LEeNnOCTHOCTU MH(POPMALMOHHON CUCTEMbI U NEPCOHAalNbHbIX

(oun

OaHHbIX

oun.1

KOHTpOnb LenocTHOCTM NporpamMHOro obecneyeHus,
BKtoYasi nporpammMmHoe obecrnedeHne cpeacTs 3awuThbl
NHd OpMaLnK

oun.2

KOHTpOnb LenoCTHOCTM NEPCOHarbHbIX AaHHbIX,
cogepxawmxca B 6asax AaHHbIX MHPOPMAaLMOHHON
cUcTeMb

ous1.3

ObecneyveHre BO3MOXHOCTW BOCCTAHOBIEHUS]
nporpaMMHoro obecneyeHus, BKoYas nporpaMMHoe
obecneyeHne cpeacTB 3almTbl MHopmaumm, npu
BO3HWMKHOBEHWM HELUTATHbIX CUTyauWi

oun.4

OGHapy>xeHue 1 pearmpoBaHue Ha NocTyneHne B
NHPOPMALIMOHHYIO CUCTEMY He3anpallnBaeMblX
9MEKTPOHHbIX COOBLLEHUI (NUceM, LOKYMEHTOB) U MHOW
NHJOPMaLINK, HE OTHOCALLMXCA K OYHKLMOHNPOBAHUIO
MHPOPMALIMOHHON cUCTeMbI (3awuTa oT cnama)

oun.s

KoHTponb cogepxaHua nHpopmaumm, nepegasaemMon n3
NHPOPMALIMOHHOW CUCTEMBI (KOHTENHEPHbIW, OCHOBAHHbIV
Ha cBoMCTBax obbekTa AocTyna, U (MNK) KOHTEHTHbIN,
OCHOBaHHbI Ha NOUCKe 3anpeLleHHoN K nepegade
NHpopMaLMn C UCNONb30BaHNEM CUrHaTYypP, MacoK U UHbIX
METOO0B), N UCKIOYEHME HENMPaBOMEPHON nepenaydn
NHdOpMaLNKN U3 NHPOPMALIMOHHON CUCTEMBI




OL1.6

OrpaHnyeHne npaBs nonb3oBaTtenen no BBoAy
NHGOpMaUnKN B MHPOPMALMOHHY CUCTEMY

oun.z

KOHTpOnb TOYHOCTU, MOMHOTLI U NPaBUMbHOCTU AaHHbIX,
BBOAMMbIX B MUHOPMALMOHHYO CUCTEMY

oL/1.8

KoHTposnb owmnboYHbIX 4ENCTBUI NOMNb3oBaTeNen no
BBOA4Y W (MNK) Nnepegave NepcoHanbHbIX AaHHbIX U
npegynpexaeHue nonb3oartenen 06 oWnBoYHbIX
JEencTBUAX

X. O6ecne4yeHue AOCTYMNMHOCTUN NepCOHANIbHbLIX AAaHHbLIX

(OAT)

oATA1

Mcnonb3oBaHue OTKaSOyCTOIZ‘-II/IBbIX TEXHNYECKNX cpeacTB

OAT.2

PesepBrpoBaHne TeXHUYEeCKUX CPeacTB, MPOrpaMMHOro
obecneveHuns, kKaHanoB nepegadn nHopmaunm, CpeacTs
obecneyeHnss PyHKLUNOHNPOBAHNA NHPOPMALIMOHHON
cucTeMbl

OAOT.3

KoHTponb 6e30TkazHOro oyHKLMOHMPOBAHUS TEXHNYECKUX
CpeacTB, oOHapyXeHne 1 fokanusaums oTkasos
bYHKUMOHMPOBaHWS, MPUHATUE Mep MO BOCCTAHOBIEHMIO
OTKa3aBLUMX CPEACTB U MX TECTMPOBAHMWE

OAOT.4

Mepuoanyeckoe pesepBHOE KOMMPOBaHME NePCOHarbHbIX
[laHHbIX Ha pe3epBHble MaLUNHHbIE HOCUTENN
NepCoHanbHbIX AaHHbIX

oAT.5

ObecnevyeHre BO3MOXHOCTM BOCCTAHOBMNEHUS
nepcoHarnbHbIX AaHHbIX C pe3epBHbIX MaLLMHHbLIX
HocuTenewn NepcoHarnbHbIX AaHHbIX (Pe3epPBHbIX KOMUIA) B
TeYeHWe YCTaHOBIIEHHOro BPEMEHHOIro HTEpBana

Xl. 3awmTta cpeabl Buptyanmsauum (3CB)

3CB.1

NaoeHTndukaumnsa n ayteHTudmkauma cybbekToB gocTyna
N 06BLEKTOB AOCTYNa B BUPTYanbHOW MHAPPACTPYKType, B
TOM YuCrie aAMUHUCTPATOPOB yNpaBneHus cpeacrtesamm
BMPTYanusaumm

3CB.2

YnpasneHue Joctynom cybbekToB Agoctyna K obbektam
A0CTyna B BUPTYyanibHOW MH(PPACTPYKType, B TOM YucCrie
BHYTPY BUPTYasnbHbIX MaLUWH

3CB.3

Perncrtpaums cobbituin 6e30nacHOCTM B BUPTYanbHOM
NHPaCTpPyKTYype

3CB.4

Ynpaenenue (hunsrpaums, MapLupyTusaumsi, KOHTPOrb
COeANHEeHUs1, ogHOoHanpaeneHHas nepegaya) noTokamu
MHG OPMaLNK MeXay KOMMOHEHTaMWN BUPTYaribHOM

MHPACTPYKTYpPbI, a TaKke No NnepumeTpy BUpTyanbHOM

NHAPACTPYKTYpPbI

3CB.5

[loBepeHHas 3arpy3ka cepBepoB BUpTyanu3auuu,
BUPTYyarbHOW MalUnHbl (KOHTENHEpPA), CEPBEPOB
ynpaBneHnsa BupTyanusaumen

3CB.6

YnpasneHue nepemMeLleHnemM BupTyarnbHbIX MaLUWH
(koHTENHEpPOB) N obpabaTbiBaeMbIX Ha HUX AAaHHbIX

3CB.7

KOoHTpOnb uenocTHOCTM BUPTYanbHOW NHPPACTPYKTYpPbI U
ee KoHurypauunm

3CB.8

Pe3epBHOe KonvpoBaHMe AaHHbIX, pe3epBMpoBaHme
TEXHUYECKUX CPEeACTB, NPOrpamMmMHOro obecneveHums




BUPTYyasribHONM MHAPACTPYKTYpPbl, @ TaKKe KaHanoB CBA3M
BHYTPW BUPTYanbHOM NMHPPACTPYKTYPbI

3CB.9 Peanunsauus v ynpasneHne aHTUBMPYCHOW 3aLLUTON B + +
BUPTYanNbHOW MHPPACTPYKType
3CB.10 Pa3bueHne BupTyanbHOM MHPPACTPYKTYpPbl HA CErMEHTbI + +

(cermeHTUpOBaHWE BUPTYanbHOW MHAPACTPYKTYpPbI) ANns
06paboTkM NnepcoHanbHbIX AaHHbIX OTAENbHbIM
nonb3oBaTenem u (Mnn) rpynnon nonb3oBaTenen

Xll. 3awmTta TexHn4yeckux cpeacts (3TC)

3TC.1 3awmTta nHpopmaummn, obpabaTtbiBaEMON TEXHNYECKUMMU
cpeacTBamMu, OT ee YTeYKM N0 TEXHUYECKUM KaHanam
3TC.2 OpraHusaunsa KOHTpoNMpyeMon 30HbI, B npeagenax

KOTOPOM MOCTOSIHHO pasMeLLalTcsl CTauMoHapHble
TEeXHUYeckue cpeacTtsa, obpabarbiBatoLme MHopMaLuio,
M CpeacTBa 3aluMTbl MHGOpMaLMK, a Takke cpeacTea
obecneyvyeHns OYHKLMOHNPOBAHUS

3TC.3 KoHTponb 1 ynpaenexHne punanyecknm gocTynom K + + +
TEXHUYECKMM CpeacTBaM, CPeACTBaM 3aLmThbl
nHpopmauun, cpeactTeam obecnevyeHus
PYHKLMOHNPOBAHUS, a TaKKe B NMOMELLEHUS U
COOpPYXEHWUS, B KOTOPbIX OHN YCTaHOBIEHbI,
UCKMYaroL e HeCaHKUMOHMPOBAaHHbLIN (OU3NYECKUIA
AOCTyn K cpeacteam o6paboTtkm nHdopmawmm, cpeacream
3awnTbl MHGOPMaumn 1 cpeacTeam obecneyeHus
PYHKUMOHNPOBaHUSA NHPOPMALIMOHHOM CUCTEMBI, B
NMOMELLIEHMS U COOPYXXEHUS, B KOTOPbIX OHW YCTAaHOBMNEHbI

3TC.4 Pa3melleHne ycTponcTB BbiBoga (0TObpakeHus) + + +
MHOPMaLNK, UCKNIOYatoLLIEE e€ HECAHKLIMOHNPOBAaHHbIN
NPOCMOTP

3TC.5 3almTa oT BHELLUHMX BO34eNCTBUN (BO3AENCTBUN

OKpy>atoLen cpeabl, HECTabunbHOCTH
3MNeKTpOoCHabXeHns, KOHOULMOHNPOBAHMS U UHbIX
BHELLIHMX paKTOpOB)

XIlll. 3awmTa nHopMaLMOHHON CUCTEMBLI, €e CPeaCTB, CUCTEM CBA3U U Nepeaavu
AaHHbIx (3UC)

3NC.1 PasgeneHune B UHOPMALMOHHOW CUCTEME (PYHKLMIA MO
ynpasneHuno (agMMHUCTPUPOBAHUID) MHOPMALMOHHOM
CUCTEMOW, ynNpaBneHuno (a4MUHUCTPUPOBAHMIO) CUCTEMOWN
3aLWnTbl NepPCoHanbHbIX AaHHbIX, PYHKUUI No obpaboTke
nepcoHarnbHbIX AAaHHbIX U MHbIX QOYHKLUWI
MHPOPMALIMOHHON CUCTEMDBI

3NnC.2 [MpenoTBpaLleHne 3a4epXku Unn NpepbiBaHns
BbINOSIHEHNS MPOLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLECCOB C HU3KUM NPUOPUTETOM

31C.3 Ob6ecneyeHne 3alnNTbl NEPCOHAnNbHbIX AAHHbLIX OT + + +
packpbITUS, MOAMdUKaLUKN U HaBA3bIBaHUSA (BBOAA
NoXHou nHdopmarmm) npu ee nepegade (NOAroToBke K
nepegadye) No KaHanam CBA3N, UMEKLLUM BbIX0 3a
npeaernbl KOHTPONMPYEMOW 30HbI, B TOM YMcChne




6eCI'IpOBO,D,HbIM KaHaliaM CBA3N

31C.4

Ob6ecneyeHne OOBEPEHHbIX KaHana, MapLupyta Mexay
aAMWHNCTPATOPOM, NONb30BaTENEM 1 CpeacTBamMm
3awmThbl MHGPopMaumm (PyHKLMsIMU BGe3onacHOCTH
CPEeACTB 3alnTbl HOopMaLMK)

31C.5

3anpeT HeCaHKLUNOHMPOBAHHOW yaaneHHon akTmeaumm
Bunaeokamep, MMKPOGOHOB N UHbLIX NepudepunHbIX
YCTPOWCTB, KOTOPbIE MOTYT aKTUBMPOBATLCA yaaNEeHHO, U
onoselleHne nonb3oBartenen od akTMBaLmn Taknx
YCTPOWNCTB

3NC.6

[Mepepaya 1 KOHTPOMb LIENOCTHOCTU aTpnbyToB
6esonacHocTh (MeTok 6e30MacHOCTM), CBA3AHHbIX C
nepcoHanbHbIMU AaHHbIMW, NPY 0OMEHE UMW C UHBIMK
MHPOPMALIMOHHBIMW CUCTEMaMm

31C.7

KOHTpOnb CaHKLUMOHNUPOBAHHOIO N NUCKIOYEHME
HECaHKLMOHNPOBAHHOIO MCMNONb30BaHMS TEXHOMOMMN
MOOUNBHOrO KoAa, B TOM YUCHe pernctpaunsa cobbiTui,
CBSI3aHHbIX C UCMOMNb30BaHNEM TEXHOMNOIMN MOOUNBHOIO
KoAa, UX aHanus3 n pearMpoBaHne Ha HapyLLeHus,
CBsI3aHHbIE C UCMNONb30BaHMEM TEXHONOMMN MOOUITbLHOIO
Koga

31C.8

KOHTpOnb CaHKLMOHUPOBAHHOTO U UCKIIOYEHMe
HECaHKLMOHMPOBaHHOIO MCMNOMb30BaHUS TEXHOMOMMN
nepenayv peyu, B TOM Y1CIe perncTpauns cobbiTui,
CBSI3aHHbIX C MCMONb30BaHMEM TEXHOMOMMI Nepeaayn
peun, Ux aHanus u pearpoBaHne Ha HapyLleHUs,
CBSI3aHHbIE C UCMOMb30BaHWEM TEXHOMOriA Nepeaayn
peyu

31C.9

KoHTpOnb caHKUMOHMPOBAHHOM N UCKNOYEHWE
HeCaHKUMOHNPOBaAHHOW Nepeaaym BugeovHgopmaumn, B
TOM YmMCrie perncTpaumsi CobbITUN, CBA3AHHLIX C
nepegadyen BngeonHdopmaunmn, ux aHanus u
pearmpoBaHMe Ha HapyLLEHWsI, CBSA3aHHbIE C nepeaaden
BUOEONHG OpMaLINK

31C.10

MoaTBepXaeHne NPoMUCXOXAEHNA NCTOYHMKA
MHopMaLMK, Nony4yaemMon B npouecce onpegerneHuns
CeTeBbIX aApeCcoB MO CETEBbIM MMEHaM Unu onpeaeneHns
CeTeBbIX MMEH MO ceTeBbIM agpecam

31C.11

ObecnevyeHne NoASIMHHOCTU CETEBbLIX COeANHEHUN
(ceaHcoB B3aMMOAENCTBUSA), B TOM YnCrne ANg 3awuTbl OT
NOAMEHbI CETEBbIX YCTPOWCTB M CEPBUCOB

3NnC.12

WNcknioyeHne BO3MOXHOCTM OTpULIAHUS Norb3oBaTenem
chakTa oTNpaBKM NEPCOHarnbHbIX AaHHbLIX OPYroMy
nosb3oBaTento

3nC.13

NckntoyeHne BO3MOXHOCTM OTpULLAHUS Norb30oBaTenem
dhakTa nony4yeHns NepcoHarnbHbIX AaHHbIX OT APYroro
nonb3oBarens

31nC.14

Mcnonb3oBaHme yCTPOMUCTB TEPMUHASBLHOIO A0CcTyna Ans
00paboTkM NepcoHanbHbIX AaHHbIX




3nC.15 3alwmTa apxuBHbIX hannos, NnapaMmeTpoB HAaCTPOWKN +
CpeacTB 3alWnTbl MHOPMaLMK 1 NPOrpaMmMHOro
obecnevyeHns U UHbIX OaHHbIX, HE NoAanexalumx
N3MEHEHNI0 B Npouecce 06paboTkm nepcoHarnbHbIX
AaHHbIX

31C.16 BbisiBneHune, aHanms n 6noknposaHune B
MHPOPMALIMOHHON CUCTEMbI CKPbITbIX KaHAIoB nepeaayn
nHopmaunn B 06xon peann3oBaHHbIX Mep U BHYTpK
paspeLUeHHbIX CETEBLIX NPOTOKONOB

3nC.17 Pa3bneHne nHpopmMauMoHHON CUCTEMbI HA CErMEHTDI +
(cermeHTMpOBaHME NH(POPMALMOHHON CUCTEMbI) U
obecneveHune 3aWnTbl NEPUMETPOB CETMEHTOB
NHPOPMALIMOHHON CUCTEMDI

31nC.18 Obecne4veHune 3arpysku 1 UCNONHEHNS NPOrPaMMHOro
obecneyeHns C MalLUMHHbIX HOCUTENEN NepcoHarnbHbIX
AaHHbIX, OOCTYMHbLIX TONBKO AN YTEHWS, N KOHTPOIb
LIeNOCTHOCTU AaHHOro NporpaMMHoro obecneyeHms

3nC.19 N3onsumna npoueccoB (BbINONHEHWE NPOrpaMm) B
BblgeneHHon obnactm namsaTy

3nC.20 3awmTa 6ecnpoBOAHbLIX COEANHEHWIA, MPUMEHSEMbIX B + +
NHJOPMAaLIMOHHON CUCTEME

XIV. BbisiBneHMe MHUMAEHTOB U pearmpoBaHue Ha Hux (MHL

NHLA Onpenenexne nuu, OTBETCTBEHHbIX 3a BbISIBIIEHNE +
MHUNOEHTOB M pearmpoBaHMe Ha HUX

NHL.2 O6Hapy:xeHwne, ngeHtTudmkaumnsa n permctpaumns +
NHUNOEHTOB

HLU.3 CBoeBpemMeHHOe NHpopMUpoBaHue nuL, OTBETCTBEHHbIX +

3a BbISIBIEHNE UHLMOEHTOB N pearmpoBaHne Ha HUX, O
BO3HWKHOBEHUM MHUNOEHTOB B UHPOPMaLMOHHON
cucTeMe Nnorb3oBaTenssMu U agMuMHUCTpaTopamm

nHLU.4 AHanua nHUMaeHToB, B TOM YuUChe onpegeneHve +
NCTOYHUKOB U MPUYNH BOSHUKHOBEHNSA NHUMOEHTOB, a
TaKXe oueHKa NX nocneacteum

NHLL.S [MpuHATME Mep NO YCTPaHEHWUIO NOCNEeACTBUN MHUNOEHTOB +

NHL.6 [MnaHupoBaHWe n NpUHATUE Mep NO NpeaoTBpPaLLEHNIO +
NOBTOPHOr0 BO3HMKHOBEHMS UHUMOEHTOB

XV. YnpaBneHue KoHdurypaumen MHOOPMaLMOHHON CUCTEMbI U CUCTEMbI 3aLLUTbI
nepcoHanbHbIX AaHHbIX (YK®D)

YK®.1 Onpeaenexune nuvu, KOTOPbIM paspeLUeHbl 4eNCTBUS MO + +
BHECEHWNIO N3MEHEHUI B KOHUrypaLmio
MHPOPMALIMOHHON CUCTEMBI Y CUCTEMBI 3aLUUTHI
nepcoHanbHbIX AaHHbIX

YK®.2 YnpasneHne nsmeHeHnsaMn KoHgurypaumm + +
MHGOPMAaLNOHHON CUCTEMbI U CUCTEMbI 3aLLUThI
nepcoHanbHbIX aHHbIX

YK®.3 AHanns noTeHumMansHOro BO34eNCTBUSA NaHNPpyemMbIX + +
N3MEeHeHUN B KOHUrypaumm nHpopmMaunoHHON CUCTEMbI
N CUCTEMbI 3aLUUTbI MEPCOHAarNbHbIX AaHHbIX Ha
obecneyeHve 3amTbl NepCoHanbHbIX JaHHbIX 1




corrnacoBaHue U3MeHeHUn B KoHdurypaumm
NHGOPMAaLIMOHHON CUCTEMBI C JOIMKHOCTHBLIM JTIULIOM
(paboTHUKOM), OTBETCTBEHHbLIM 3a 0becnedeHne
6e30nacHOCTW NepPCOHanbHbIX AaHHbIX

YKo .4 [okyMeHTupoBaHne HopMauun (gaHHbIX) 06 + + +
N3MEHEHMUSX B KOHUIypauum NMHopmaLMoHHOM
CUCTEMbI M CUCTEMBI 3aLUNTbI NEPCOHANbHbIX AaHHbIX

"+" - Mepa no obecneyeHnto 6e30MacHOCTM MNEepPCOHanbHbIX AaHHbIX BKMAKOYEHA B
6a3oBbIt HABOP Mep ONst COOTBETCTBYHOLLErO YPOBHS 3aLLMLLEHHOCTM NEPCOHAamNbHbIX AaHHbIX.

Mepbl no obecneyeHuto 6e30MaCHOCTU MEPCOHanbHbIX AaHHbIX, HE 0OO03HaAYEHHbIE
3HakoM "+", npumeHsiloTca npu  agantauum 6asoBoro Habopa Mep U YTOMHEHUM
aganTtupoBaHHOro 6asosoro Habopa mep, a Takke npu paspaboTke KOMMNEHCUPYHOLWLMX Mep Mo
obecneyeHunto 6e30nacHOCTM NepCcoHanbHbIX AAaHHbIX.
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